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Abstract

Cryptography is a technique that uses mathematics for encryption of original data followed by decryption of
encrypted data. Cryptography enables the impregnability of information while it passes through the Internet or
wireless medium with more concern for security. It is highly challenging to execute the conventional cipher
technique algorithms in a resource-constrained environment attributable to their size, speed and throughput. The
Lightweight cipher technique is an algorithm that features a low footprint and computational complexity. In
cipher methods, the substitution box acts major role in the encryption/decryption algorithm. The procedure of
creating powerful S-boxes in cryptographic algorithm never end. Various methods are opened for creating a
powerful S-box leading difficulty for an attack. This paper depicts a key-based dynamic Ssubstitution box for
every round of encryption in PRESENT algorithm. Differential Cryptanalysis attack is verified with the quantity
of active S-boxes in each round.

Keywords: — Key dependent S-box, Key Scheduling, Light-weight cryptography, PRESENT algorithm,
Security, S-box.

1. Introduction

Light-weight cipher technique [1] is an encryption/decryption method that technique a tiny footprint and/or
low computational difficulty. It is targeted for constrained devices that include RFID tag, sensors, so on. The
inspiration of this cipher technique is to use minimal memory and fewer power supplies to deal the security that
can work over resource-constrained devices. The lightweight cipher technique is expected with compact and
high speed than traditional cryptography. Its drawback is less secured. The optimizing encryption algorithm
supports the standard cryptographic primitives to run on portable and resource-constrained devices [2].

The component that are necessary for hardware execution are cited below
* Size
* Power consumption
* Throughput and Delay

The foremost factor is highly required as these algorithms meant for resource limited devices. Power is a
crucial metrics considered for energy harvesting devices while the power utilization is important with battery-
operated devices. A high throughput is critical for hardware with enormous data transmissions namely camera
or a vibration sensor, while high speed is vital for the real-time control processing of car-control system, etc.

The important part in Light-weight algorithm is an S-box. S-box is the core and nonlinear component of
cipher technique. Consequently, it is said that the cipher technique’s strength is decided by S-box. A good S-box
will have the following properties [3].

e Robustness
Balancing
Avalanche effect
Nonlinearity
Differential Uniformity

Substitution is a nonlinear alteration in which bits are shuffled. The property creates the complex uniqueness
between the encrypted output and key is called confusion. This property makes it tough to trace the key out
of encrypted data and if a small change happens in single key bit, it becomes challenging for retrieving
ciphertext.
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Section 2 explains the PRESENT algorithm, section 3 deals the Key-dependent S-box algorithm section 4
illustrates the features of differential cryptanalysis based on active s-boxes of the cited algorithms, while section
5 shows the simulated results of Lightweight Cryptographic algorithm and section 6 deals the conclusions
related to this work.

2. PRESENT Algorithm

The PRESENT algorithm [4] consists of Substitution and Permutation block. It is termed as SPN
based algorithm takes a same secrete key at the transmission and reception side. This algorithm allowed
performing in devices with minimal-sized hardware which gives a sense of adequate use of resources
making it easy to utilize the processors with small bus. Figure 1 shows the block diagram of PRESENT
algorithm.
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Figure 1 PRESENT Algorithm

2.1 AddRound Key

In the AddRound Key, Exclusive-OR operation is performed with key and state. In each round, 64-bits key is
produced using scheduling of main key as same size as state. The 64-bits key is Exclusive ORed with state.
XOR operation is applied between 64-bit plaintext and 64-bit sub key that is extracted from 80-bit key. Sub key
is extracted from 64 leftmost bits of current content of register K as mentioned below.

Ki = kez Keo. ... ko = k7o K7s. ... k16 , 1< i<32

Round key Ki = kigz . . . Kio for i ranges from 1 to 32 and current state bes . . . bo, AddRound Key takes the
operation for j ranges from 0 to 63,
bj = bj @ kij

2.2 Substitution Box (S-Box)
The S-box used in PRESENT algorithm is 4 x 4 S-box.The action of S-box in hexadecimal notation is given
in Table 1.
Table 1 S-box of PRESENT algorithm

| x [o]1]2[3]4]5]6|7[8[9[A[B[CID[EJ[F|
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(s [cl5]/6[B]l9[0[AID[3[E[F[8[4a]7[1]2]

In each round, S-Box Layer takes the state bes . . . bo as 16 Four-bit words wis . . . wo where w; =
Daxis3||Daxis2||0axi+1||Daxi foOr i ranges from 0 to 15. The output nibble S[wi] provides the updated state values in the
obvious way.

2.3 Permutation (PLayer)

The 64- bit permutation utilized in PRESENT algorithm. Bit on position i of current state is moved to bit on
position P(i). It is noted that the bit on position 0 of input moved to the PLayer position 0 and bit on position 1
moved to bit position 4 of PLayer, so on.

P(i) =i.16 mod 63, 0 < i < 63

Table 2 Permutation of PRESENT algorithm

P(i) i P(i) i P(i) i P(i)

0 16 4 32 8 48 | 12
16 | 17 | 20 | 33 | 24 | 49 | 28
32 |18 | 36 | 34 | 40 | 50 | 44
48 |19 | 52 | 35 | 56 | 51 | 60

1 20 5 36 9 52 | 13
17 | 21| 21 | 37| 25 | 53 | 29
33 | 22 | 37 | 38| 41 | 54 | 45
49 | 23 | 53 | 39 | 57 | 55| 61

2 24 6 40 | 10 | 56 | 14
9 18 | 25| 22 | 41| 26 | 57 | 30
10 | 34 | 26 | 38 | 42 | 42 | 58 | 46
11 | 50 | 27 | 54 | 43 | 58 | 59 | 62
12 3 28 7 44 | 11 | 60 | 15
13 1 19 | 29 | 23 | 45| 27 | 61 | 31
14 | 35 | 30| 39 | 46 | 43 | 62 | 47
15 ] 51 | 31| 55 |47 ] 59 | 63 | 63

O (N[OOI~ |WIN (PO

Table 2 express the permutation of PRESENT algorithm. 64-bits generated from substitution box are
rearranged bit-by-bit position. A good PLayer should support the diffusion property. The diffusion property
states that making the complex relationship between plaintext and ciphertext.

2.4 Key Schedule
PRESENT algorithm takes the key size either 80 bits or 128 bits. Here 80-bit of key is considered. The steps
to be followed for key updation in the Key register, K = kzgkzs.... k1 Ko is shown below

. [k79k73.... k1 ko] = [k13k17.... koo klg] -> 61 bit circular Left shift
o [krokzgKk77 kze] = S [K7g k7 k77 K7s]
(] [k19k18k17k15k15]:[k19k18k17k16k15]/\r0undCOUnter

The key register is circularly left shifted by 61 bit positions, the left-most 4-bits are fed into the substitution
box of PRESENT algorithm and roundcounter value i is XORed with bits kig,kig,K17,k16,k1s of K with the LSB
bit of roundcounter. The scheduling process is repeated for each round. Figure. 2 shows Key scheduling output
of 80-bit key.

3. PRESENT Algorithm with Key Dependent S-Boxes

The key dependent S-box [5] is in line to PRESENT algorithm where it has 32 rounds, 64-bit plaintext with
80-bit of key. The main difference is that 16 S-boxes are used in key dependent S-box wherein in PRESENT
algorithm only one S-box is used.
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Figure 3 depicts the PRESENT algorithm with key dependent S-box. Selection function is acquired by
taking XOR operation of key elements and selects single S-box out 16 S-boxes.
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Figure 2 Key Scheduling of 80-bit key

The S-box chosen in a round is decided by key calculated from 80-bit input key. It is proposed to pick the
substitution box using 4 bit key in a round. Sp to Sis S-boxes are taken from Serpent and Humming bird

algorithm [6].
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Figure 3 Key Dependent S-Box
Table 3 indicates the S-boxes used in PRESENT algorithm with key dependent technique. If 4-bit key is
0101, then the algorithm selects Ss box in that round. Selection of S-box varies across each round.

Table 3 S-boxes in Key dependent S-Box

X 0]1]2|3|4|5|6|7|8|9|A|B|C|D|E|F
Sox) [3|8|F|1|A|6|5|B|E|D|4]2]|7]0]9]|C
SSX) |[F|C|2|7]|9|0|5|A|1|B|E|8|6|D|3]|4
Sox) [8]6]|7[9|3|C|A|F|D|1|E|4]0|B|5]|2
Ssx) |[0O|F|B[8|C|9]|6|3|D|1|2|4|A]|T7T]|5]E
S4x) |1 | F|8|3|C|0|B|6|2|5|4]|A|9]|E|T7|D
Ss(x) |[F|5]|2|B|4|A|9|C|O0|3|E|8|D|6]|7]|1
Se(x) | 7]2|C|5|8|4|6|B|JE|9|1|F|D|3]|A]|DO
Ssx) |1 |D|F|O|E|8]2|B|7|4|C|A|9]3]|5]|6
Se(x) [0]3]|5[(8|6|9|C|7|D|AJE|4]|1|F|B]|2
Sex) [0 3]|5[8|6|C|B|7|9|E|A|D|F|2]1]|4
Sw(x) [0|3|5|8|6|A|F|4]|E|D|9]|2]|1]|7|C]|B
Su(x) [0]3|5|8|6|C|B|7|A|4|9|E|F|1]|2]|D
Se(x)|7|C|E|9|2|1|5|F|B|6|D|0]|4[8|A]3
Sx) |[4|A|1|6|8|F|7|C|3|0|E|D|5]9|B]2
Su(x)|[2|F|C|1|5|6|A|/D|E|8[3|4]|]0]|B|9]7
Ss(x) |F|4]5|8|]9]7]|]2]|1]|A|3|0|JE|6|C|D]|B

4. Differential Cryptanalysis

Differential cryptanalysis [7] is a cryptanalysis form related to cryptographic algorithm which takes the
plaintext in blocks or stream. It will investigate how difference of change in input can affect the output change.
Considering block cipher that refers to few techniques for depicting variations on the network of transformation,
discovering the ciphertext exhibits some nonrandom characteristics and secret key taken back by using this
nonrandom property. Differential cryptanalysis is normally a chosen-plaintext attack [8]; the cracker can
retrieve ciphertext from known plaintext. Their analytical data rely on S- boxes used for encipher, so the
attacker examines differentials (Ax, Ay), where Ay = S(X XOR Ax) XOR S(X) for each S-box.

Noticing the desired output difference between chosen or known plain cipher inputs recommends
feasible values of key. If a differential of 1 => 1 (suggesting difference in LSB of input makes an output
change in LSB) happens with probability of 4/256 (possible with the non-linear function in AES cipher)
then for only 4 values (or 2 pairs) of inputs is that differential possible. For non-linear function where
key is XOR'ed before assessment then the differential values are {2,3} and {4,5}. If the attacker sends
the values {6, 7} and gets the correct output difference it means key is either 7 XOR K = 3, or 7 XOR K
= 5, meaning the key K is either 3 or 5.In essence, for an n-bit non-linear function one must ideally

search as close to 1/2("™ D tq reach differential consistency. The differential attack needs more work to
extract symmetric key. As the maximum chance of success in the Differential Distribution Table (DDT)
[9] is 272, the active substitution boxes measured from round-2 to round-4 are 3, 6 and 7 respectively.

4.1. Characteristics of Differential Cryptanalysis

For any ciphertext, it is mandatory to fix the difference in input proper so as to attain the attack success. An
analysis of the algorithm’s internals is taken up to track highly probable differences through the various
encryption stages, mentioned as differential characteristic [10]. In this method, observing the desired output
change between two chosen or unknown plaintext inputs suggests possible key values. Security on differential
cryptanalysis is essential for contemporary block ciphers. The measure is generally validated by finding a
equivalent of lower bound of active substitution boxes.

The plaintext will be differed by a few numbers of bits. It is launched as an adaptive chosen-plaintext attack;
the attacker selects plaintext to be enciphered (but key is unknown) and then performs encryption on related
plaintexts. In extract, for an n-bit non- linear function one must ideally inquire as close to 2™~ as possible to
approach differential uniformity. When this is happened, the differential attack needs more work to acquire the
key than brute forcing the key. The chance of success by exhaustive search (Brute-force attack) is 2-5 since key
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size is 64-bits. For the attack to be succeeded, the chance of differential characteristics [9] should be more than
2°%4 Differential propagation probability of an active substitution box at most = 22,

Probability of differential characteristics of PRESENT algorithm = No. of active S-boxes * Probability of an
active S-box. - (1)

Probability of differential characteristics of key dependent S-box = No. of active S-boxes * Probability of an
active S-box *24 e )

5. Results and Discussion

S-box plays an essential role in security assessment of cryptographic algorithm. PRESENT algorithm
consists of single S-box with 16-hexadecimals.The total possibilities of all substitution boxes in a round is 24 x
2* = 28, In key dependent PRESENT algorithm [11], 16 S-boxes are used in a round. Henceforth the total
possibilities of all S-boxes in a round are 24 x 2* x 2* = 2%2, In this paper, security analysis is concluded using
active substitution boxes.

Table 4 explains the S-box chosen in a round for the 64-bits of plaintext with 80-bits of key. It is noted that
different S-box was chosen in a round. The choice of different S-box in a round leads to the fullest extension of
security by 24,

Table 4 Selection of S-Box

I?:Sa:nb;tg;t (8(P)( g)i/ts) Round Number S-Box chosen
9,31 So
14,22 Si
3, 6,23, 25,28 S
19, 20 S3
13, 15, 16, 24, 27 Sq
5555ffffeeeea | 11111333335 1,4 Ss
aaa 555522222 8 Se
2,10,12,30 Sy
7 Sg
18, 21, 26, 29 Se
511 Siz
17 Si3

Figure 4 shows simulated result of key dependent S-box obtained in Python. In this result, ciphertext is
generated for the text input. The S box chosen for encryption is Sv.

Run: e present

P.4:Run =ToD0 @ 6 Problems  EH Terminal ) Event Log
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Figure 4 Encrypted and Decrypted Output

Figure 5 explains the substitution boxes activated in a round for key dependent technique. The active
substitution boxes are the one with non-zero inputs. If the count of active substitution boxes [12] is high then the

algorithm is more secure. Here 7 S-boxes are activated for 4 rounds.

25

20
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10

1 2 3 4 5 6

7 8 9 10

M Rounds

M Number of Active S-Boxes

Figure 5 Active S-Boxes in each round

Table 5 shows the comparative assessment of probability of deciphering in PRESENT and key dependent S-
box algorithm. It is noted that probability of success to decipher the ciphertext is reduced by 24,

Table 5 Comparison of Differential Cryptanalysis

_ Differential Probability Differential Probability for
Rounds | Number of Active S-Boxes for PRESENT algorithm Key Depender_lt PRESENT
algorithm
1 1 22 28
2 3 26 2%
3 6 2—12 2—48
4 7 2—14 2—56
5 10 2% 2780
6 12 2% 2%
7 14 2—28 2—112
8 16 2-32 2-128
9 18 2-36 2-144
10 20 240 2:160
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Figure 7 Original Image

Figure 9 Decrypted Image

Figure 7 — 9 shows original image, Encrypted image and Decrypted image for key dependent technique.
Since each round uses different S-boxes, the proposed technique is more secure [13] than the existed algorithm.

6. Conclusion

PRESENT algorithm with key dependent technique has been designed with 16 S-boxes. In each round,
different S-boxes are chosen and the numbers of active substitution boxes are increased by 2. Henceforth the
differential probability of key dependent technique has been reduced by 2% The simulated results for text and
image inputs are verified in Python programs. The performance of lightweight cryptographic system is validated
by the area and security. Reversible logic gates can be used to design a hardware efficient S-box.
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