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Abstract: Distributed Denial of service (DDoS) attack is also referred as Distributed Network attack. In network security, This
attack is very dangerous. DDoS attack stops the all essential services of different online applications. The traditional Internet
services of architecture is unsafe to DDoS attacks and the collection of internet connected devices affected by the malwares,
then it allows the intruders to control all the internet connected devices is a Botnet or attacked networks. In Botnet, one
disadvantage is that if the Botnet is set up then the intruder creates the large scale networks to attack against one or more
victims. In this paper, We have surveyed discrete types of machine learning approaches used to detect the DDoS attacks. These
attacks are increasing everyday and have become more complicated. Hence it has become difficult to detect these attacks and
secure online services from these attacks. So, it is very arduous to spot DDoS attack. Finally, this review paper describes the
classification methods for DDoS attacks using machine learning approaches.
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1. Introduction

Recently, Distributed Denial of Service (DDoS) attacks have acquired enormous money related adversities to
trade and governance all over the world, as appeared in Worldwide Infrastructure Security Report [1]. In most
Internet conditions, gadgets help out applications that run by thought on the affiliation, which interfaces with
hazardous experts to see responsibility concerning contraptions. Appropriately, it is reachable to have the
impedance of affiliations or the utilization of contraptions as a starting inspiration driving attacks for different
region, similar to the event of the DDoS attacks [2], which has been accumulated for various considerations, for
example, (1) straightforwardness and office of execution, not needing enormous unequivocal data on the aggressor
side, and (i) arrangement of stages and operations for related attack union. Possibly the most hazardous malevolent
traffic on the web is the DDoS volumetric attack, which is in hazard for over 65% of aforesaid attacks [3]. In a
volumetric DDoS, a couple of aggressors arrange the sending of a high speed of pointless information attempting
to over-bother the disasters figuring resources or the close by association joins. As shown by one perspective, the
high achievement rates for such an attack happen pondering when the distracted Internet switches reliably utilize
the FIFO (First-In-First-Out) and DROP-TAIL lining areas. Solid traffic is besides destroyed [3]. Intensely hot
clear domain and control of DDoS attacks has gotten earnestly testing as aggressors keep utilizing novel techniques
to dispatch DDoS attacks [4]. The ever-increasing number of DDoS attacks, concurred with making gathering in
their sorts, generating bad effect, has undertaken DDoS attack Detection, disavowal, and help the foremost need.

A Distributed Denial of Service (DDoS) attack [5,6] is a huge growth, associated with attack on the strategy of
relationship of a maddening turn of events or network resources, dispatched by suggestion through unlimited
coordinated PCs on the web. Going prior to implementing an attack the assailant undertakes command over giant
uncountable PC machines over the web and these PCs are frail machines. The assailant abuses these PCs
deficiencies by embedding harmful code or other different hacking strategy so that he could easily overpower
them. These delicate or bargained machines conceivably scands in numbers and these are expectedly named as
'zombies.' The gathering of zombies when in doubt spread out the 'Botnet.' The scale of the attack relies upon the
size of the Botnet, for clearer Botnet, attack is ensured greater and shocking. DDoS attacks within the Internet may
be dispatched with the usage of two huge strategies. In the key strategy the attacker ship a few risky packs to the
trouble to stupefy a show or a software strolling on it. The Second method from an overall perspective joins the
network/transport-level/application-level flooding attacks [7], wherein an assailant do each going with: (i) interfere
with an authentic customer's straightforwardness by exhausting exchange speed, network resources or switch
supervising cutoff or (ii) upset relationship of an ensured clients by obliterating the master assets, as an example,
CPU, memory, plate/database record transmission and I/O move pace. Nowadays, DDoS attacks are reliably
dispatched through competent, by suggestion controlled, and all around included Zombies or Botnet PCs of an
network, which are never-endingly or concurrently sending a massive degree of traffic or association alluding to
the goal plan. The attack consequences the goal configuration either react powerfully or abend absolutely [7], [8],
[9]. Zombies of a Botnet are normally picked utilizing Trojan horses, worms, or discretionary segments [10], [11].
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It is exceptionally hard for the protect portion to see the genuine attacker considering the utilization of sign IP
addresses by zombies immensely influenced by the attacker with Botnet [12].

In Figure 1, depicted as, the attacker assistants with control server to make the control and dominate the design.
The control server has stacks of resources and which is an amazing trained server, the control cut off may contains
the different form like memory, bandwidth and processing power. Regardless of taking the commands from the
attacker, the middle people, furthermore referred to as Agents are liable for looking through Botnets. They send
instructions identified with models and amend the same to the Botnets. In this, the owner makes the undermined
frameworks for the malwares introduced on their PCs on the off chance that they are one of the parts in the Botnets.
Always attackers utilize the specialists as work locale leaps to begins the attacks against the target systems
(victims) [13]. Therefore, this is required to locate the Botnet DDoS attacks to intrude with the designs of several
assets from being crushed. Machine Learning methods when presented to information are in shape for adjusting
autonomously and gaining from prior calculations to decipher the accessible information for recognizing hidden
patterns.
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2. Literature survey

This part gives the literature survey of Machine Learning approaches used especially in detection of DDoS
attacks such as Naive Bayes, Artificial Neural Networks, Fuzzy Logic, Decision tree and Support Vector Machine
are made with their interrelated works have been covered.

1. Naive Bayes:

The Machine Learning approach belongs to a basic probabilistic classifier [14]. This is [15] used to detect the
authority and to manage IRC traffic based on Botnets. So this approach identifies IRC and non-IRC traffic by
differentiating the presentation of J48, Bayesian network and Naive Bayes. In this paper[15],author identify the
features that gives enhanced accuracy. This classifier obtains mutually false positive (15.04%) and low false
negative (2.49%) for real time low false negative (7.89%) rates and IRC/non-IRC flows used for Botnets
experienced on IRC flows proves Naive Bayes to be an professional classifier. In [16] the proposed approach is
hierarchical layered used to attacks of detection rate.

2. Fuzzy Logic:

Fuzzy Logic techniques are primarily used by Anomaly detection. A prediction and detection approach was
planned [17] against DDoS attacks using Fuzzy logic in IEEE 802.15.4. Fuzzy Logic based prediction and
detection approach helped in DDoS attack detection by contrasting the consumption of energy used for sensor
nodes. These nodes are recognized as a malicious attacker by considering the abnormal energy consumption.

3. Support Vector Machine:

Which is the most popular and frequent approach. In this approach[18] using RTS and SVM organized an
research to detect DDoS attacks. Preprocessing of the packet data that was obtained primarily from the network
was done by the RST. SVM model is fed with the quality set preferred by the RST to study and analysis
correspondingly. RST and SMV could decrease false positives rates when outcomes are compared with
PCA(Principal component analysis),therefore increasing the accuracy.

4.  Artificial Neural Networks:
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Artificial Neural Networks are used processing elements to exchange a set of input to a set of outputs whose
functionality is similar to the biological nervous systems like a human brain. In this approach [19] “RBF-NN
detector” used 9 packet parameter with the relevant parameters are calculated by these frequencies. Which were
expected depending on the frequencies, classifies the RBF-NN traffic as normal class otherwise whether it is an
attack class. Distributed Time Delay Neural Network (DTDNN)[20] has huge chances of detecting attacks with
improved accuracy. Classification of data with fast exchange rates and also with high speeds completed by
DTDNN.

5. Decision Tree:

Many investigates were completed on decision tree analytical advance to identify the DDoS attack. In this
method [21], the decision tree traces back the attacker's position after an attack is detected using a traffic-flow
model matching technique. For detection of DDOS attacks a C.45 classifier is used. Author in [22] finds out a
technique in which the DDoS attack could be professionally detected. Several Machine Learning techniques takes
more time to detect the attack or generates low accuracy. In [22] C4.5 algorithm is used and it shows low accuracy
and takes greater time to construct the decision tree while algorithm C5.0 is capable as it requires low time and
compared memory to the C4.5. A further work is carried out using C4.5, C5.0 and 1D3 which makes an better
decision tree with reduced error pruning and feature selection[23].Based on the results obtained C5.0 has
performed better with accuracy and usage of memory.

3. The classification methods for ddos attacks

The DDoS attacks, being dispersed in nature makes them incredibly unbelievable to fight or trace back
mechanism. Knowing and seeing all the properties of [24],[25] DDoS attacks is one of the significant steps towards
the progress of historic and skilled DDoS defensive mechanism that described the essential for understanding
DDoS attack and their impact in cloud environment. Figure 2 illustrates the classification methods for DDoS
attacks dependent on the mode, stream, impact and consumption of the attack.
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Figure 2: The Classification methods for DDoS Attacks

DDosS have different appearances, but flooding attack, the most outstanding form of DDoS is the guideline
purpose of assembly of this research work. The Flooding attack is an attack wherein it covers the network with
unnecessary packets, for example either the node may send different packets or the middle point may send the
entrancing gatherings which beat its rate limit. A DDoS attack has been mentioned here into two, considering the
show level that it attacks and dependent on botnets. Considering the flooding attacks, protocol level could be
classified into two categories. 1) Transport/Network level or 2) Application level. In Transport/Network layer,
ICMP, DNS, TCP and UDP protocol packets are usually used to launch the attacks. Thinking about the Botnets,
DDos attacks can be classified into attacks because of IRC based botnets and attacks considering internet based
Botnets. The following with Figure 3 obviously depicts the classification methods of DDoS flooding attacks.

1.  Network /Transport Level Flooding DDoS Attacks
Such forms of attacks are launched utilizing DNS, ICMP, TCP and UDP protocol packets. Here we've got four
kinds of attacks on this group.

a.  Normal flooding attacks
The association of the legitimate users is the major point of the flooding attacks. Attackers mainly attempt to
tire out the victim’s network bandwidth. Illustrations of flooding attacks are VolP flood, DNS flood, ICMP flood,
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UDP flood and so on all these flooding can be accomplished either by spoofed or non-spoofed IP addresses.

b. Protocol exploitation flooding attacks

The utilization bugs of a touch of the victim’s protocols are the primary agenda here. Attackers use some
particular features to consume majority of the victim’s resources. Instances of protocol exploitation flooding
attacks are RST/FIN flood, ACK& PUSH ACK flood and TCP SYN flood and so on.

c. Reflection-based flooding attacks

Rather than sending direct requirements to the reflectors, attackers traditionally send conveyed ICMP repeat
request. Considering that the reflectors will send their reactions to the individual being victim. In this manner, the
reflectors exhaust the requirements of the individual being victims. The Models are Smurf and Fragile attacks.

d.  Amplification-based flooding attacks

For each message they get, attackers misuse services to make more prominent and different messages to build
the traffic towards the individual being victims. Reflection and improvement techniques are consistently utilized
by the assistance of Botnets. For instance attackers send spoofed requests to vast number of reflectors in smurf
attack, which is the reflection and this is finished by mauling IP broadcast feature of the groups and that is the
expansion. The entire of the above kinds of attack were introduced in [26], [27], [28].
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Figure 3. Classification of DDoS Flooding Attacks

2. Application Level DDoS Flooding Attacks

Upsetting valid user’s facilities with Killing the server services includes CPU, memory, 1/0 bandwidth, Sockets
and disk bandwidth is the center of application level DDoS attacks. Being like to legitimate traffic, they are
stealthier than numerous attacks. Due to the fact that the application layer attacks target the Hypertext Transfer
Protocol (HTTP) or Session Initiation Protocol (SIP), DNS they typically contains the same collision to the
resources. Now, SIP flooding attacks and DNS amplification flooding attacks are briefly described like the two
well-known application level flooding attacks in this group exploiting DNS as well as SIP protocols.

a.  Reflection/Amplification based flooding attacks

These types of attacks used to send fake application-level protocol requests. DNS amplification attack used to
rent both reflection and amplification techniques. With respect to DNS, reply messages are constantly significantly
better than the uncertainty messages. So, the attackers who make a huge amount of network traffic use fake source
IP addresses to produce small DNS queries. This generated large quantity of data traffic is goes to the sufferer
system to make it partially or completely incapable.

VoIP flooding attack, a new example that uses reflection technique is a difference of UDP flooding.
In this, attacks send VolP packets from fake source IP addresses through SIP at a extremely high rate. The array
of the source IP address will also be extremely large. The fake connections use large amount of resources. The
victim VolP server should be able to distinguish authentic and fake VolP connections. The VolP flooding will
destroy a network with packets from random source IP addresses or even permanent.

b.  HTTP flooding attacks
In this category, the subsequent are the four types of attacks.
i.  Session flooding attacks
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Attackers meeting correlation request rates are higher than the genuine users requests in this kind of attack.
This consumes a lot of the server resources and causes flooding attack. In this group, HTTP get/post flooding
attack plays most vital role in this category in which a huge number of legal HTTP requests are generated by the
attackers in the structure of get/post, to a victim web server. Such an attack is likewise called as extreme VERB
and uses non-spoofed IP addresses.

ii.  Request flooding attacks

In this group, sessions that include several requests than normal are sent by the attackers. Single-session HTTP
get/post flooding attack (also known as excessive VERB Single session) is the famous attack in this category. This
is different from the earlier attack and permits different requests in a particular HTTP session using the quality of
HTTP 1.1. Therefore attackers can bound the HTTP attack session rate and may keep away from the session rate
constraint method of different defense mechanisms.

iii.  Asymmetric attacks

Sessions that include high volume requests are sent by attackers.

3. Botnet-Based DDoS Attacks

The most essential mechanisms that enhance DDoS flooding attacks are Botnets. Present days application layer
attacks have almost utilized Botnets. A complete introduction of Botnets and tools made utilizing botnets near to
the central focuses and preventions are related with the survey [33]. A short study of the planning of Botnet near
to tools used to dispatch DDoS flooding attacks is introduced in this part. Progress of a efficient and effective
defense mechanism winds up being all the additional testing when attackers use zombies or Botnets.

A Botnet is formed by group of zombies or bots that are managed by means of an attacker. The bots or zombies
are called as the Agents and the attacker is also called as the Master of the Botnet. Alongside master and agents,
there are controllers in the botnet through which the masters analyze by recommendation with their representatives
to ask for and control the network. Figure 4 illustrates the elements of a Botnet during a DDoS attack.

Botnets are developed in different ways. Botnets can be categorized into three major categories like P2P, Web
and IRC depends on how bots are restricted by the masters [34] [35].

T |

FLLXIEs

}~ DDoS Victin

Figure 4: Botnet based DDoS Attack

a. IRC-based Botnets

Internet pass on Chat is a instant online messaging protocol dependent on text. It has customer server design
and can interface innumerable customers through different expert servers. Attackers can utilize authentic IRC ports
by manhandling IRC channels as controllers to send commands to the bots. For the explanation that IRC servers
consistently have huge volume of traffic, an attacker can easily cover his quality and pass on the harmful code
through file sharing.

Instead of retaining up the list regionally at their site, attackers can take a look at the rundown of every open
bot, by checking into the IRC server. Centralized command and control (C&C) structure restraints the IRC based
Botnets and their basic drawbacks is that, servers are the essential issues of dissatisfaction.

b. Web-based Botnets

To launch commands to the bots, Botnets have begun utilizing HTTP as a communication protocol and in this
manner it is commonly called HTTP based Botnets. Correspondence through HTTP makes the course towards
following back to the command and control structure additionally testing. Not at all like IRC-based Botnets, web
based Botnets don't keep up relationship with a command and control server and rather than that each web Bot
downloads the principles which sometimes utilizes web demands. Complex PHP scripts are utilized to organize
and control web based bots and for correspondence in addition, they use encryption over HTTPS (port 443) or
HTTP (port 80) protocol. Web based Botnets are likewise stealthier than IRC based Botnets in nature since they
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can cover themselves inside legitimate HTTP traffic. Low-Orbit lon Cannon (LOIC) 4, Dull Energy and Aldi are
the three conspicuous and broadly utilized Web-based Botnet tools. The hazardous tool can destroy the attacked
hosts, at whatever point needed by affecting the conventionality of all the information on the hard drive.

4. Evolution and Analysis of VVarious Traceback Methods

In this part, evaluation of various traceback methods is finished on the sources of metrics described in earlier
sector and shown in the Table 1 and Table 2. Every scheme is evaluated with the new classification of traceback
methods such as Packet logging input debugging, DPM, link testing, PPM, ICMP trackback, reposition and
Entropy difference. Its Advantages and Drawbacks has been show in the Table 3.

Cateqor Link Control ICMP Packet
gory Testing Flooding Traceback Logging
ISP involvement High None Low Moderate
Range of attack packets i
wanted for traceback N-A Huge Very large !
Processing overhead Low None Low Low
Storage requirement Low Low Low Fair
Ease of implementation Yes Yes Yes Yes
Scalability High N-A High Fair
Bandwidth overhead High Huge Low None
Number of functions had to
None 1 2 3
enforce the scheme
Ability to address most No (only
important DDOS attack es DDoS attack) ves es
Classification baslgjs IDS based Proactive IDS assisted
Table 1: Evaluation of Traceback Methods
Traceback Traceback using
Category using IP-Sec PPM Pushback Entropy variation
ISP involvement High None No No
Range of attack packets . Very
wanted for traceback Fair large Large Very large
Processing overhead High Low High High
Storage requirement No High N-A Fair
Ease of implementation Yes No Yes No
Scalability Poor High High Highest
Bandwidth overhead High None Very Low High
Number of functions had to
None 2 2 2
enforce the scheme
Ability to address most
important DDOS attack No Poor Yes Yes
Classification IDS assisted Proactive Proactive Proactive
Table 2: Evaluation of Traceback Methods
Traceback .
S.NO Methods Benefits Drawbacks
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Input
debugging/
Controlled

Flooding with
Link Testing
[3][14][21][22]

v Suitable with accessible
protocols
v It accepts the

incremental execution

v Convenient to available
routers and network
communications
v Examination of post
packet study is allowed

4 This approach is used for DOS Attacks no
longer for DDOS Attacks

4 This method isn't always feasible for
broad operation.
4 It can’t sketch the attack when it's far
ended i.e. attack should wait dynamic til the trace
back is concluded.
v Bandwidth slide could be very high whilst
tracing the attack source.

Traceback for

incremental execution.

4 ISP assistance isn't 4 It obtains regenerated plan of the internet
always essential. topology.
v Suitable with accessible
protocols
v i .. .
This helps the v It produces additional network traffic by

the Bandwidth overhead.

v i i .
ICMP [12] study Permits previous packet v Low defensive as there may be ng
v Not required ISP support encryption approach carried out with key allocation.
v Suitable with network
infrastructure and existing routers
v This is simply to execute| v Some packets will leave the router
4 This has no bandwidth without being marked, Since every router marks
overhead and less processing packets probabilistically
Detection v It is compatible for a v This is also costly to execute this method
method array of attacks not now(D) DoS  |on behalf of memory overhead
DPM/PPM v It doesn’t have the v However this supposition is not valid
[41[61[7] intrinsic security defects. when attack is extremely distributed for example in
v It cannot tell internal  [reflector attacks. One vital supposition for PPM to
topologies of the ISPs work is that DOS attack traffic could have larger
v This is measurable \volume than general standard traffic.
4 Suitable with presented
protocols - . v Storage requirements and Resource
4 maintain for incremental Lo .
execution motivation in terms of processing
Logging . . v Allocation of classification information
v Permits previous packet : .
Hashbased study between various ISPs leads to legal issues and
Scheme [8] v irrelevant network traffic logistic . - .
. v Low appropriate for distributed denial off
Is suspended service attacks
v Suitable with network
infrastructure and existing routers
v Suitable with accessible
IP Traceback [protocol L
. . . v ISP connection is necessary
Using IP- 4 Permits previous packet
4 Low measurable
Sec [16] [study
v It is secured highly
4 Precisely whilst a switch receives a
pushback signal, it is going to check and control the
v This is simple to execute [aggregate showing up rate from the various links and
v It makes use of collectivediscover the links which provides to the plug up.
based congestion control algorithm |Anyhow, this technique is not suitable if the attack
Pushback which has been formerly carried  fraffic is dependably spread throughout the inbound
[9][10] out. links.

v Appropriate with
network communications and
current routers.

v Due to the fact that arriving aggregate rate
is comparative in every link, switch can't see the
virulent traffic and basic traffic which prompts the
problem of fake negative and fake positive in this

regard.
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v It executes functions
which can be far-flung of intruders
to perform IP traceback.

v This scheme is

measurable
v i i .
Traceback [the packet IE)\I,;IL:!(Ii:r? x:grlferefrom Y The separation of DDOS Attacks and
. . P P gle . flash crowds are not taken into account in this
7. with Disorder v The router level isn't

method, it would see flash crowd as DDOS Attack

form [11] always a trouble at Storage space engaging false positive

requirement

4 This scheme can process
as a free software program module
with the current routing software
which performs satisfactory
execution.

Table 3: Benefits and drawbacks of various Traceback Methods
5. Conclusion

In this survey paper, we have surveyed distinct types of machine learning approaches that are used to hit upon
the DDoS attacks. We have presented classification methods of different DDoS attacks. We have represented
different types of detection and machine learning methods with their benefits and drawbacks primarily based up
on when and where they detect and react to DDoS attacks. Lastly, We have represented an evaluation and analysis
of various traceback methods such as DPM, input debugging, Packet logging, link testing, PPM, ICMP trackback,
reposition and Randomness difference. Basically it is extremely difficult to plan and execute Detection of DDoS.
Hence, in real time networks various execution parameters are required to be evaluated against each other smoothly
and properly in order to fulfill all the requirements for DDoS detection.
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