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Abstract: The science of information security has become a concern of many researchers, whose efforts are
trying to come up with solutions and technologies that ensure the transfer of information in a more secure
manner through the network, especially the Internet, without any penetration of that information. Due to the
importance of digital data sent between the two parties through an insecure channel. As a result, there are many
technologies and methods that are currently used in information security, including steganography and
encryption. This paper proposes a safe method for text and audio files by encrypting them using the RC4
algorithm that relies on the chaos system. This system generates chaotic values that increase the randomness of
the key and thus difficult to break. Then use the embedding technique in the color or grayscale images using the
LSB sequential algorithm. | relied on hiding in the edges of the image, which were areas of strength where the
change was not noticeable. The results showed a high ability to include data, as the PSNR scale reached more

than 50, and the retrieved data was obtained without errors.
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1. Introduction

Recently, due to advancements in technologies, most people choose to use the internet as the primary means of
transferring data from one end to the other all over the world. Transferring data is easy, fast, and accurate using
the net.

The "security threat" is one of the foremost problems related to the transmission of information over the net.
Counseling must be secured so on transfer it, so information security has become very important and important
factor to finish the transfer successfully without compromising it. Information security refers to protecting data
from hackers or unauthorized users, and it provides high security to forestall data modification. There are
various techniques used for this purpose like encryption and steganography (steganography and digital
watermark) to spice up security measures in transmitting information over the net [1].

Information hiding techniques are classified into two sections: steganography and watermarking. Characteristics
of the techniques comprise (a) imperceptibility, (b) survivability, (c) capacity, and (d) security. This paper
focuses on Steganography, which could be a field within the domain of knowledge hiding that hides secret
information in an undetectable way accepted the sender and intended recipients who have known it, making it
the most candidate for hidden communication [2].

Steganography is a technique or method for hiding secret messages within a digital medium in order to suspend
suspicions and suspicions that there is a secret communication to ensure that no one has knowledge of this
communication other than the persons authorized to do so [3]. Image masking is one of the most advanced types
in the science of concealment, because the environment provided by the nature of the image makes it more
flexible in the process of hiding, as it has many and various characteristics that make the images an ideal
medium for performing the processes of hiding. The image usually consists of a group of objects that increase
the intensity of the color, which represents an edge that represents what represents the background. The regions
that represent the edges have high color values, so their masking is not noticeable [4, 5].

2. Related Work

This section displays the works that have already been done on steganography utilizing distinctive systems.

In 2020, Wang and et.al. Presented a hybrid method based on the replacement of the less significant bit (LSB)
and HLAH. Since the sharp regions (edges of the image) in the images are not affected much by the changes, so
it is preferred to hide them instead of the homogeneous areas. Therefore, he relied on including a large amount
of confidential data in the edges of the image. As for the areas that do not have edges, a small part of the data
was hidden. [6].
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In 2020, Delmi and et.al. Presented steganography, the method is used Least Significant Bit Matching Revisited
(LSBMR). Embedding region was on edge digital imagery to ensure the message was not detected in the image
by visual. The method used to detect the edge region by using Canny Edge Detection [7].
In 2020, Prasad and Pal presented a simple method for embedding data within grayscale images. Rely on
masking the edges of the image, which are strong areas of the image where changes are not noticed. Hide
depends on a key (stego-key), and it determines which regions are embedding. [8].
In 2020, Ayub and Selwal presented an improved way to mask images as they were embedded in pixels that
represent the edge of the image. These pixels have variable color density, thus ensuring security of confidential
data. He used a set of spatial filters to reveal the edges of images, including Prewitt, Sobel, Laplacian and
Canny. The masking method also adopted DCT, thus reducing the image size due to compression. [9].
3. Proposed Method
The proposed method includes three parts. The first part is to encode Arabic texts and English texts. The second
part is to include the encrypted text within audio files without affecting the file. The third part consists in
including the audio file in color or gray images in the least significant bits depending on a single sequence.
3.1 Encryption Texts
The encryption method based on the RC4 algorithm, which requires a key and clear text. To increase the power
of the algorithm, the key generated using chaos systems. The chaos system characterized by high security. The
security of chaos communication mainly comes from the complex dynamic behavior of the chaotic system,
sensitivity to initial conditions, and the long-term unpredictability of dynamic behavior.
One type of messy system was used, which is Logistic Map. Logistic Map it is one of the simplest chaotic
logistics maps used to generate chaotic signals. This map has been used in a number of applications including
digital communications. Its properties have been studied extensively [10].
In order to approximate the logistic map one into a chaotic logistic map, the initial condition of g0 in the interval
must be [-1, 1], and its equation is:

Xnt1 =T * X * (1 — xy) €Y

Input: Texts Arabic or English
Output: Cipher Text

Begin:

1. Generate random numbers using logistic maps and with vector shape with a size of 1 * 256.
2. Convert random values from the previous step whose value is between zero and positive one to integers
between zero and 256 represent (Key).
3. Key generation based on integer values using the RC4 algorithm.
4. For i from 0 to 255
S[i] =i
End for

j=0
for i from 0 to 255

j=( + S[i] + key[i mod key length]) mod 256

swap values of S[i] and SJ[j]

End for
i:=0
ji=0

while Generating Output:
i =(i+1) mod 256
j = (@ + S[i]) mod 256
swap values of S[i] and S[j]
K = S[(S[i] + S[j]) mod 256]
output K
End while
5. Finally, Xor is done between the K output from the previous step and the plain text.

3.2 Embedding Text in Audio
This part includes the stego of the encryption text within an audio file in the LSB method. Only one bit
included so that there is no major change in the audio file.

is
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Input: File Audio.
Output: Stego Audio.

Begin:

1. Record an audio file that contains the information to be sent.

2. Converting the audio file into binary values.

3. Converting the encrypted text into binary values.

4. Embedding bits of the encryption text in the least significant bit of the binary values of the audio file.
5. Converting the values after embedding into valid values and returning them as an audio file.

End

3.3 Embedding stego Audio in image

This part includes embedding the audio file inside the image. This method relies on exposing the edges of the
overlay image. The edges of the images are hidden due to the intensity of the contrast, as there is no significant
change in them.

Input : Cover Image.

Output: Stego Image.

Begin

1. Read the cover image.

2. Read stego audio file (message).

3. Selection filter edge detection (Sobel, Prewitt, Kirch, and Canny).

4. Edge edtection for three most significant bits of each pixel according to the specific filter type.

5. Embedding bits of audio in pixels for the original image corresponds to the edge detection image.

Step 6. Apply the PSNR and MSE measure between the original image and the image after hiding to find the
similarity between the two images:

M N
. . A2
MSE = ¥ (I, j) — C(i,j)) /M * N
i=1j=1
PSNR =10 log10 (255 2/ MSE)
End
4, Result

This section deals with the results of the proposed method. This paper includes hiding Arabic texts and English
texts and they have the same efficiency. Let it be encrypted **Hellow the World™ or " i Gia usg Jilg s Op Bald

Jolg i Bald™,
1. The encoding of the English and Arabic text by the algorithm mentioned in the previous part is as follows:
Plain Text Cipher Text
Hellow the World é-yCABuoiiS 07 g
Jolg p Bald il Cp it JiiE Al O Bald "OF S _3VAS 350 3,550G gIE2 el

We also note that the output of the encryption is very distinct due to the chaos system used. In the event that a
hidden text is known, then the form of the text does not suggest any understandable sentence of the text, and this
increases the work force.

2. The text is contained within audio file.
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Fig. 1: (A) represented audio before stego (B) represented audio after stego.
We notice that although the encrypted text hidden in the audio file, there has been no very simple change. As
this change was not noticed, the audio file itself was before and after hiding. This makes it easy to include text
in an audio file and to send the audio file without unauthorized persons knowing the hidden text.
3. Hiding the audio file in the images, whether they are gray or color.

Cover Image Filter Edge Detection Edge Detection PSNR
— g
Sobel
51.1670
Canny
51.1670
Prewitt
60.5620
Krich
60.5620

Fig. 2: Explain the cover image, edge detection for three bit (most significant bit) and Psnr after stego.
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5. Conclusion

The proposed method is an effective way to maintain the security of the audio and text files sent over unsecured
channels. Embedding the text in the least important bit of the audio file did not change the file, the audio
information remained the same and this increases the efficiency of the work. The hiding of the audio file in the
edges of the image makes it a very safe way to count changes in the image to the intensity of color values in
those areas. The scale values were realistic and actual within the available range of previous works, but some of
them exceeded despite the inclusion of two audio and text files. In addition, the hiding of color images is better
than shooting images because they are more than a layer and more intense in color.
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