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Abstract : Nowadays, everyone has access to a burst of data in Cyberspace. The classic Web or Clear web consists of all the 

sites Internet and pages that are indexed by search engines conventional research; however, it only represents 5% of the entire 

web. Despite the multiple Internet advantages, it can hide several threats for nations and people, such as blackmail, illegal 

drugs and arms sales and murder. This side is the dark side of Internet which includes illegal activities starting from bullying 

to terrorism. In this paper, we define the Dark Web (DW) and who are the users of this part of cyberspace. We define dark 

web and emphasize illegal activities related to it. Our study focuses on cyber terrorism activities. Additionally, we define 

what is cyber terrorism? Who are the responsible of it and why this phenomenon has been exacerbate in the last few years? 

Moreover, present efforts done by international and national organization to combat against this phenomenon 
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1. Introduction 

In the late 1990s, two research organizations of the US Defense ministry spearheaded an initiative to build an 

encrypted and anonymous network which protects sensitive communications. Conventional Internet users would 

not be aware of this secret network and have no access to it. In this way, the Onion Router (Tor) was created [1]. 

Tor sits on the fringes of the Internet and is the underlying technology of the Dark Web (DW).  The term “Dark 

Net” refers to the hidden face (dark) of the Internet (net). It is a lawless zone of cyberspace (net) in which only 

illegal (dark) activities would be committed. Before continuing, it is essential to clarify the definition of certain 

related terms: the deep web, the invisible web, and the hidden web. These terms are synonymous with each other 

and cover the part of the Internet accessible online but not indexed by conventional search engines (Google, 

Yahoo!, etc.). However, it should be careful, and make it clear that the invisible web is inaccessible to traditional 

search engines, because more and more specific search engines are developing. Thus the search engine Shodan 

[2], created in 2009, references all objects connected to the Internet, whatever their destination. 

Unlike the Web, which uses a centralized architecture, the Dark Net uses an architecture called Peer-2-Peer 

(P2P). So there are several Dark Nets and they can vary depending on their infrastructure. For example, there are 

P2P networks, mix nets or both at the same time. Unlike a centralized network, P2P works without a main server. 

Indeed, P2P is intended as an exchange of data between users. The central problem with DW is that with no real 

control we can find everything and of course illegal activities as well. 

For the paper organization, it is divided into four sections. The first section is an introduction that clarify the 

definition of dark web and how it different of normal web. The second section highlights the main research that 

was conducted in order to combat cybercrimes on dark web and cyber terrorism in particular. Illegal activities on 

DW are defined and explained in the third section. Section 4 introduces mechanisms and strategies conducted to 

combat the cyber terrorism on DW and different present efforts done by international and national organization. 

Finally, section 5concludes the paper and highlights future works. 

2. Literature review  

Many researchers, specialists, and scientists keep raising inquiries about how Internet, especially dark web, 

increases terrorism and violent extremism, and how to combat its danger. In this section we highlight some of 

these researches which focused on cybercrime in DW. The study presented in [3], authors suggest five different 

propositions to progress the knowledge on the role of the Internet in extremism and terrorism. According to their 

suggestions, data should be firstly collected across diverse populations. In addition, they propose to outreach 

beyond terrorism studies and to engage in interdisciplinary research. Finally, they suggest to connect online and 

offline worlds of violent extremists. 

A classification of illegal activities in DW was presented in [4]. The Authors at first highlight challenges that 

complicate research on data classification on DW. Namely, training supervised classifiers, which is hard to gather 

training samples for some illegal categories such as the transportation of weapons. In addition, DW web pages are 

generally not categorized which makes the data labelling a very time-consuming task. Hence, in order to overcome 

these difficulties, the authors aims to design and built an easy-train and flexible framework adapted to classify 

illegal activities on DW. The main contribution of this work is the creation of a data set for DW containing sites 

categorized and labelled manually. They propose to use a smaller data set and provide a way for the detection and 

the monitoring new types of illegal activities on DW by network regulators. 

In [5], the authors suggest an innovative method to recognize weapon procurement by groups of terrorists using 

the social media forums. They used classification techniques based on Machine Learning (ML) to categorize the 

labelled posts.  More specifically, they used the analysis of text to detect the purchase of drones in DW. Hence, 
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they perform an extraction of the communicated messages between terrorist. Thus, they claim that their proposed 

model can automatically detects the procurement of weapons over DW. 

The usage of cryptocurrencies to analyse DW data was conducted in [6]. Authors stressed that several challenges 

confront them in their study because of DW nature. Among these challenges, the collection of cryptocurrency data 

on DW should be preceded by the collection of DW data which is a hard task to do. Moreover, because of the 

pseudosymmetry in DW, it is difficult to identify the cryptocurrency user accounts. Hence, in order to discourse 

these challenges, the authors conceive a DW data analysis and collection platform. The proposed platform extracts 

address of dark website using DW indexing services, and then crawl them. Additionally, other dark websites can 

be also extracted from the crawled data.  

3. Legality of dark web 

  Between data exchanged over networks, internet service providers, who record movements on the web, and some 

web security agencies, surveillance is ongoing. Hence, DW can prevent this global surveillance of Internet users 

around the world. Thanks to its access system and architecture, some dark networks make travel anonymous and 

untraceable. It should be noted that with an IP address generated by an internet provider, we are constantly geo-

locatable; regularly and precisely.  DW is subdivided into communities. Regularly presented as a place where 

criminals flourish, it opens up a vast space of exchange where political dissidents and activists, extremist groups 

and criminals coexist. Everything that constitutes illegal and criminal activities can be found on the DW: sale and 

exchange of confidential information, counterfeit articles, fundraising for the benefit of criminal organizations, 

Terrorist organizations, hired pirates and killers, arms and drug trafficking, etc. These very diverse profiles seek 

to erase their traces on the Internet, to conceal their real identities and their transactions. Consequently, a lot of 

what we find on a dark net is volatile. The lifespan of sites indexed by Tor would only be a few days to a few 

weeks. As for legal activities, if their authors consider it necessary to use a dark net, it is because they fear being 

listened to or tracked. Frequent change of dark net settings allows them to bypass the surveillance they want to 

guard against.  

According to the statistics provided in [7], illegal activities constitute 25% of the global activities performed on 

Tor. In 2017, the Federal Bureau of Investigation shut down the biggest underground market on DW: Alphabay 

and Hansa [8].  Another issue with the DW is that it has become the central channel for trafficking illegal data. 

Therefore, it is necessary to have control and potential monitoring of illegal activities on DW [9]. 

4. Cyber terrorism: definition, actors and reasons 

     The term cyber terrorism was first defined by Dr. Barry Collin as a planned attack performed by terrorists on 

data and computer systems. Later, all the terrorist activities using Internet as a tool were included in this definition 

[10]. Beyond the sabotage of national infrastructure, terrorism on DW has several forms. Namely, announcing a 

warning on Internet that a public building includes a bomb is also considered as a terrorist act, this kind of activity 

aims to spread fear and provoke chaos. Hence, DW terrorism ranges from propaganda and psychological warfare 

to actions coordination and fundraising. On the public web, websites, forums and social media are supervised by 

agencies specialized on fighting cyber terrorism and illegal activities. Nevertheless, the nature of DW is 

advantageous for the terrorists need, such as: anonymity, obscurity and limited access. Thus, DW offers the ideal 

private communication to terrorists.  

Cyber terrorist can belong to different categories. As Figure1 shows, we can divide them to four main categories. 

The first one is active terrorists; this category represent terrorists that are aware which specific web sites to attack 

or to change. They use computer network as a tool to lunch a cyber-attack, which they will use it as a weapon. The 

second category is terrorist sympathizers, they don’t have a full knowledge but they participate in terrorist acts 

because they share the same idea of the terroristic group responsible of these acts. The third category is involved 

terrorists; this category includes states or nations that are involved in terrorist acts to develop certain capabilities 

of cyber warfare. The final category is joyriders; this category includes peers who use cyber-attacks and terrorisms 

to gain notoriety.  

 

Cyber 
terrorists

Active 
terrorists
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terrorists
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Terrorist 
sympathizers

Figure 1.Cyber terrorist categories 
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After the definition of cyber terrorism and its supporters, it is necessary to understand what are its reasons and 

motivations. Either ideological, economic, or social, several reasons are launching terrorist activities on DW. 

However, the most important reason is political motivations. These motivations include regime dictatorship and 

the lack of political participation of citizens. Despite their differences, all of these reasons aim to violate security 

and spread fear and panic among individuals and to destabilize or destroy the information infrastructure of 

countries from a general perspective. In general, DW is used by terrorist for: 

1. Communication: Terrorist use DW to coordinate and plan their operations taking advantage of it anonym 

and obscure aspect. 

2. Promotion: Terrorists use DW to publish their statements, as well as to promote their ideologies, in 

addition to spreading false news and rumors to incite violence and terrorist acts. 

3. Propaganda: with the purpose to attract many individuals and recruit them, especially minors, and to get 

support and financial resources. 

5. combat against Dark web terrorism 

     DW opposes the authoritarian government's surveillance and facilitates the development of an underground 

market. The security report released by IBM in 2015 reveals the huge threat of DW cyber-attacks. The Dark Web 

is considered the main platform for criminal activities and terrorism. Hence, providing the essential tools to be 

developed to combat it is undoubtedly important. Cyber terrorism and is considered the modern form of terrorism, 

and it must be treated as any other type of war. Terrorism on DW can threaten any country’s security and peace. 

Policies and legislation to combat dark web terrorism differ from one country to another, so each country differs 

according to its political, economic, and social nature, and that is at the national level, but despite these efforts 

made by each country separately, it is not sufficient and it requires international efforts in cooperation with some 

countries. 

5.1. International efforts  

  Many international organizations are working on cooperating with their member states to combat terrorism in 

general. However, no treaties or international laws are dealing with cyber terrorism. Despite this, several 

organizations have studied terrorism and ways to combat it. Terrorism is a transnational threat that no government 

or organization can fight alone; to achieve this, concerted multilateral action at national, regional, and global 

levels is needed. The absence of an international treaty or arrangement on terrorism is sabotaging efforts to turn 

terrorists to justice. Thus, a universal agreement based on countries' cooperation during cyber terrorism should 

be considered. In the annual report released in 2015 [11], reporters stressed up the high importance of establishing 

practices to fight cyber terrorists and to prosecute their cases. Hence, they recommended that agencies 

responsible for the enforcement of law should cooperate with Internet service providers (ISP) to gather key 

evidence in cases of terrorism. International lawmaking made a lot of efforts to fight terrorism by underlining 

the intergovernmental and regional cooperation on three levels: 

1. International organizations: such as the distinctive department created by the Interpol against terrorism 

(Interpol Counter-Terrorism Fusion Centre). 

2. Multinational platforms: G8 efforts to prevent terrorism and protect information technology united with 

the work of the Organization-for-Economic-Cooperation and-Development (OECD), adopted strategies 

to secure information systems. They endorse information and computer network security to prevent cyber 

terrorism and hacking systems [12]. 

3. Regional action: such as the efforts done by The European Union to combat terrorism, by establishing 

The-Committee-of-experts-on-Cyber-terrorism (CODEXTER].  

5.2. National efforts  

Cyber terrorism is one of the most prominent problems facing Saudi society. It aims at destroying the security 

of the state and creating panic among individuals. Hence, the government has taken many measures and 

mechanisms, which can be addressed as follows. 

 

A. Legal efforts: 
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To combat crimes, there must be a punitive legal structure that governs it, and there must be a judicial body that 

applies the penalty to those who commit it, and this is what has been done in combating the crime of cyber terrorism 

in Saudi Arabia, the Kingdom was able to create a special law to fight cybercrime. Additionally, it joined the Arab-

convention to contesting cyber criminality, such as the Arab Convention to Combat Information Crimes. The KSA 

ratified the Arab-Convention-to-Combat Information-Technology- Crimes (ACCITC) [13], which includes many 

cybercrimes such as internet crimes and cyber-terrorism. The purpose of this agreement is to strengthen the Arab 

countries' cooperation to combat crimes in cyberspace. Moreover, it aims to highlight the property rights laws 

significance. Penalties are applied when standings and regulations of the agreement are violated. 

 

B. Executive efforts: 

 

Laws are useless without a parallel institutional framework to implement them; ministries and various 

government agencies are the ones responsible for combating the crime of cyber terrorism. The following is a review 

of the efforts of some concerned ministries to combat this crime in Saudi Arabia: 

• The Saudi Ministry of Communications and Information: it is the authority authorized to propose draft 

regulations related to communications and information technology and submit them to the Council of 

Ministers. The Ministry has issued many decisions regulating electronic transactions which included 

setting up a plan to provide government services and transactions. 

• Ministry of Interior: responsible for monitoring internal security affairs, and in this regard the ministry 

seeks to address cybercrime, conducts meetings to talk over its arrangements to start receiving reports of 

cybercrime, digital evidence security technique, digital criminals’ identification, and checking the 

cyberspace for purposes. 

• Ministry of Justice: responsible for supervising the KSA judicial system. At the same time, it is in charge 

to ensure that workers fulfill the requests of combating the finance of terrorists and the laundering of 

money. Courts in KSA have perceived a tremendous growth in deciding on the preparation of cybercrime 

cases.  

To be noted that, the combat against terrorism does not include only the aforementioned ministries, yet there 

are numerous efforts made by other ministries and organizations, Also, the Kingdom started a media campaign to 

denouncing terrorism, using text messages, Internet, programs and interviews on TV and advertisements, to 

propagate counter-extremism visions. Electronic terrorism activities have gained a wide reaction from the 

government; this last has taken serious measures and make this phenomenon a priority. Hence, the government 

has adopted strategies and policies aiming to put an end to this crime. 

5.3. Scientists’ efforts  

Lately, scientists have been working to combat terroristic activities on DW and cyberspace. They used innovative 

techniques, such as link analysis, Web networking, analysis of content, and authorship. Consequently, experts can 

discover, index, and analyse the activities of extremists. Namely, the Whiteprint technique is established for Dark 

Web to extracts features to define creators of online anonymous content. Additionally, scientists use Web Spiders 

software to hunt discussions where terrorist activities are taking place. As we presented in the related works section, 

efforts have been done by researchers in several works [14] to combat cybercrime and cyber terrorism on the dark 

web [15]. 

5.4. Personal efforts 

On a personal level, every one of us should be aware of cybercrime risks and the severity of terrorism on DW. 

Hence, attention should be taken when sharing information or using it. Besides, it is recommended to avoid dealing 

with unknown accounts or persons online. Moreover, it is preferable to avoid things that make our profiles easy to 

exposure, such as hashtags. Furthermore, misinformation should be reported, and news should be double-checked. 

We need to be aware from different intrusion detection approaches [16], ransomware approaches, phishing emails 

[17] as well to keep ourselves secure. Our self-awareness, and training will protect us from several attacks [18], 

since attackers have strong criminal networks [19], they are dealt mainly using the personal efforts effectively. 

Terrorism on dark web uses several approaches to bring the several adversaries to the users, IoT and other smart 

and light weight applications [20] becomes easy source to approach them. The use several approaches to hard the 

user data, including ransomware [21]. Blockchain and other related secure mechanisms can further help the users 

[22] to manage their data. 

 

6. Conclusion 

     The dark web is a neutral private network, in the sense that it is not substantially harmful. This neutrality should 

not, however, encourage naivety; it is therefore advised to venture there only with full knowledge of the facts, 
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without any guarantee of the veracity of the information found. DW can be assimilated, in their illegal part, to a 

territory run by a gang or a criminal organization: only guests enter and only because something is expected. 

Simple prudence then advises not to venture there, even on behalf of the company: it is not sure that its quest will 

be crowned with a certain result, and the risks of compromising the equipment used are proven. Ultimately, it will 

be interesting to see how legal doctrine views the dark web. Everything that constitutes illegal and criminal 

activities can be found on the DW. Terrorism on the dark web is considered one of the most dangerous cybercrimes. 

It can be as harmful as regular terrorism. Therefore, a punitive legal structure must be created and laws should be 

defined to combat this dangerous phenomenon. As future work, because scientific works on DW have been 

minimally conducted to date, efforts must be increased to find ways to combat this phenomenon, such as using 

new technologies, strategies, smart solutions, and operative use of computational analysis to counter cyber 

terroristic activities on DW. 
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