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Abstract : Saudi Arabia is one of the fastest-growing nations in respect to using technology and the Internet. In recent years,
the usage of these innovations has grown significantly. There’s a relationship between increasing Internet usage and rising
cybercrimes. Although the spread of various protection techniques with different levels of security, there is a lack of
application and public awareness. Protection techniques alone are not sufficient to confront cybercrimes, so awareness of
cybersecurity is considered one of the most important reasons for reducing cybercrimes. Saudi Arabia is strengthening its
interest in the field of cybersecurity. However, there is still an urgent need for research and investigation in awareness of
cybersecurity and cybercrime. This study has been applied to students of Jouf University. The study has targeted a group of
students who are not fully aware of digital crimes related to technology and the Internet. The study has shown a significant
increase in awareness of cybersecurity. However, there is still a group of students with little or absence of awareness of
understanding of cybersecurity. The survey analysis results have shown that for most of the participants who encountered
cybercrimes, the respondents didn’t inform about the incidents to the local authorities and law enforcement. The majority of
the participants emphasized the importance of enriching the digital content for the public with information about cybercrimes
and how to deal with it according to local legislation. Literature review and survey results analysis show that there is a need
for a framework that may help in developing awareness among Saudi's residents about cybercrimes.
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1. Introduction

Saudi Arabia is one of the most advanced nations in the Middle East and the Arab world in using the latest
technology [1]. Citizens and residents of Saudi Arabia are among the Internet’s most significant users in the Arab
world [2]. They are also among the first to use the latest technology tools and applications such as social media.
Besides, it is one of the top countries to use modern technology like smartphones, mobile broadband, etc. [1]. It
is evident in media that cyber-attacks are rising in both quantity and sophistication all over the world [3]. Internet
users are negatively affected by cyber-attacks, resulting in emotional distress and leading people to stop using
the Internet. Cybercrimes are among the very critical issues that face our society nowadays. We all have to be
aware of these cyber crimes [4].

Cybercrime is a criminal activity using the Internet. These crimes are numerous, like virus infections, bank
account theft, theft of personal information, identity theft, and hacking. It will be a major problem being a victim
of any of these cybercrimes, especially for those who do not recognize criminal activities using technology [5]
[6]. There is a vital requirement to raise awareness of cybercrimes, especially among those who lack the necessary
experience to deal with the Internet and websites [7]. There is a necessity for launching cybersecurity awareness
campaigns to provide Saudi Arabian users with useful information about cybercrimes. Besides, there must be
campaigns to raise the level of awareness among internet users. These campaigns are considered the first line of
defense for reducing cybercrimes. Moreover, these campaigns can provide employees, youth, students, and
stakeholders with knowledge about interacting online safely.

There is a difference in meaning between the three common terms: awareness, training, and education [8].
Education is for security professionals to build in-depth knowledge; training provides employees with a proper
level of skills to make them able to perform what they are asked to perform securely; as for awareness, it gives
the employees information and informal training to raise their standard of awareness about security [9]. Most of
Saudi Arabia’s users of the Internet are young people. They lack the required awareness and knowledge to protect
them from cybercrimes. In most cases, we find that the weakest part in cybersecurity is the human element while
the number of online crimes is increasing. Cybersecurity awareness campaigns are necessary. Higher Education
Information Security Council provides cybersecurity awareness campaigns and material to guide universities and
educate them about security by publishing content on various topics such as privacy, passwords, and ransomware
programs each October in National Cyber Security Awareness Month (NCSAM) [10]. Some countries like
Australia, Canada, USA, and UK have made Cyber Security Awareness (CSA) campaigns to assist the local
committees and strategies [11]. If we compare these countries with other countries in Africa such as South Africa,
Kenya, and Mauritius that lack awareness and training [12]. The Saudis revealed a significant difference between
their Internet usage and their knowledge of cybercrime threats. Non-awareness among youth has created a
potential imbalance between safe internet usage and vulnerability against crime. Most people heard about
cybercrimes but significantly less is aware of the associated legislation to combat these crimes [13]. Wealth is
both a blessing and a curse [24]. The wealth of Saudi Arabia has made it a specific target for cybercriminals.

According to statistics published by Statista [25], Fig1 shows that Saudi Arabia is the country most exposed
to extortion from ransomware. Most of the citizens of Saudi Arabia use the Internet at an exaggerated rate. Despite
this, they do not have a good idea of cybersecurity awareness against the cybercrimes that they are likely to
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encounter when using the Internet. Therefore, awareness must be increased in cybersecurity. Cybersecurity
awareness against cybercrimes plays an essential and crucial role in preventing and reducing cyber-attacks. The
majority of internet users in Saudi society lack the appropriate practice of cybersecurity [23]. Therefore, the main
objective of our paper is to analyze the pattern of cybersecurity awareness in Saudi Arabia and how to react to
cybercrimes if they occur. This study was conducted on Jouf University students to identify cybersecurity
awareness against cybercrimes and the risks associated with them in Saudi society. By understanding the role of
applying cybersecurity procedures and compliance with education and training programs to eliminate these
cybercrimes.

The rest of this paper is organized as follows: In section 2, we present an overview of previous literature
related to security awareness against cybercrime. In section 3, we explain the conducted survey study to explore
the extent of Saudi society’s understanding of cybercrimes; this study hasbeenapplied to Jouf University students
in various colleges who do not have a comprehensive knowledge of using technology and dealing with its
applications. Then, we discuss ourresults and findings in section 4. Finally, we present the conclusion of our work
by developing a framework for enhancing cybersecurity awareness in Saudi Arabia.
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Fig.1 . Saudi Arabia hardest hit by Ransomware.

2. Literature review

Cybersecurity is a crucial topic; several research efforts have been done to investigate emerging cybersecurity
issues. This research field is one of the most evolving and developing fields, however, it requires further work.
One of the most industrialized nations, Saudi Arabia, has embraced new technologies and the Internet. However,
this rapid development may lead to negative consequences for the country’s residents because they are not fully
aware of the cybercrimes associated with technology. Many people do not know about cyber attacks or how to
deal with them. This study [22] concluded that most participants prefer having an application to guide them with
the information required for security awareness.

A study [14] showed that Saudi Arabia was considered as one of the highest affected countries to be a
cybercrime victim. Moreover, cybercrime is increasing across Saudi Arabia because the Internet offered an
excellent chance to cybercriminals in facilitating their crimes. This research discussed the situation of Saudi
Arabian authorities against cybercrime. The paper addressed cybercrime in Saudi Arabia, and it also discussed the
anti-cybercrime law to face this phenomenon. The researcher focused on cybercrime in Saudi Arabia and internet
users in the Kingdom. The Saudis revealed a significant difference between their Internet usage and their
knowledge of cybercrime threats. The study found that 40 % of adults and youth in the Kingdom do not know that
malware works discreetly, making it easy for users to know if a computer is compromised. Besides, more than
half, about (55 %), are not sure if their computers are clean and free of viruses or any other harmful applications.
After that, the researchers discussed the Cyber laws that already exist in Saudi Arabia and conclude that although
the cybercrimes law exist since 2007, there is not enough youth awareness. It made an imbalance between using
the Internet safely and vulnerability towards crimes. The study showed that most people know about cybercrime
but lackingawareness to these cyber crimes’ threats [13].

Another study [15] explained that students at a higher level of education know the security of smartphones.
Still, , they do not have enough awareness of the safety dangers, risks, or necessary security practices. Authors
recommended practice, training, and awareness campaigns. The study for [16] found that most college students in
the United States of America did not participate in information security awareness to give them more information
about cybercrimes. However, they recognized the urgent need and the importance of -cybersecurity training . Kim
illustrated another finding of his study, which emphasize that the students’ security learning should be implemented
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gradually. To improve their specific behavior, they need to focus on both information security and awareness
training. Hence, it is clear that there had to be information security and awareness training.

A study by [17] discussed the relationship between internet users’ possibility of falling victim to phishing. Phishing
is a kind of social engineering that uses emails to get personal and critical information from computers; it can lead
to many dangerous problems related to safety, such as falling victim to blackmail. Paper [18] argued that
cybercrime awareness is affected by gender, age, and knowledge. A study found that female students are more
aware than male students of cybercrime. As for the age group, students between 23-25 years are more aware of
cybercrime perception than those between 18-19 years. Students in the age group between 24-25 and more than
25 years have enough cybercrime awareness compared to 18-23 years. This study recommends training or
educating young people with some information and knowledge on cybercrime and cybersecurity. This study could
help increase their standard of awareness to protect them from cybercrime.

Paper [19] revealed that there is an apparent lack of knowledge of information security concepts. Moreover, the
results show an evident lack of understanding of information security, security images, and deficient awareness
levels. It provided an overall view of the level of information security awareness in the academic environment.
The paper states that security start with everyone's awareness. Besides, if the participants’ awareness increases, it
would result in increased network security. It also would result in personal and organizational protection and not
be a victim of cybercrimes and hacking. According to Kaspersky’s lab, another study [20] showed that Saudi
Arabia had the ninth highest county of Information Security attacks globally in 2008 and the seventh highest in
2009 and twelfth in 2010. They argued that Poor information security in countries like Saudi Arabia resulted in
increasing cybercrimes and viruses. It created what is known as "easy targets" for Denial of Service attacks against
businesses worldwide. It is necessary to understand the reasons for some countries like China, Russia, and Saudi
Arabia have been a target for cybercrimes with high levels of attacks. This study suggested that such a level of
aggression can result from a lack of Information Security Awareness among the Saudi people. This paper also
suggested that the lack of information security awareness may be due to Saudi culture’s tribal nature. A survey of
462 Saudis indicates that information security awareness is, in fact, very low and related to several information
security risks to Saudi culture.

Paper [21] discussed the need for security awareness in various academic fields in the Middle East.

This study was accomplished by presenting the results of numerous security awareness studies conducted among
students and professionals in the educational sector despite offering little insight into how to deal better with
training to eliminate security risks. It also he discussed that information security awareness, education, and training
are extremely important. They have been part of an organization’s overall security management and risk
assessment plans for every class of administrators and users to minimize the risk of cyber-attacks.

In study [22]; this paper discussed the cybersecurity awareness of Saudi Arabia people through different contexts.
They offered a quantitative online survey to collect data and information concerning cybersecurity awareness in
the Kingdom of Saudi Arabia. The study found that the participants’ understanding of cyber-crime threats,
cybersecurity activities, and both government and organizations’ role in ensuring information safe while using the
Internet is minimal. However, they had a good knowledge of IT. The majority expressed their desire to have an
application based model to create cybersecurity awareness in the region. The results referred to a rise in the number
of cybercrimes in the Kingdom of Saudi Arabia, but there is no particular approach followed to increase
cybersecurity awareness among the people in the region except CERT regulations and online information on
government websites. The study found a severe need to develop a model to create cybersecurity awareness to face
cybercrime.

Another study in the Al-Namas region conducted a test and assessed cybercrime risk and awareness about these
crimes. This study shed light on people who have an excellent knowledge of using applications. The study focused
on knowing the leading causes of these cybercrimes, as it inferred that the outputs behind these crimes are:
nationality, financial, political, and cultural. There was a marked lack of awareness in the knowledge of cybercrime
[23].

This paper aims to understand the pattern of how young Saudi especially those who do not have complete
knowledge of using the technology deal with cybercrime and to understand the effect of conforming to the training
and courses in cybersecurity to give more understanding and insights required to meet the requirements of
cybersecurity and cybercrimes awareness.

3. Methodology

Cybersecurity is a main concern in the current time. However, it did not receive enough attention in terms of
awareness and training. Most people deal with cybercrime based on being not real crimes. A quantitative approach
is considered appropriate to conduct our study and explain a particular phenomenon of awareness about
cybersecurity and cybercrime in a specific region.

Our study aims to find out the answer to the research questions concerning awareness of cybersecurity through
numerical evidence. We used this research method to analyze the data collected through the survey and statistical
results [27] [28]. The quantitative methodology offers an effective way of understanding the phenomena being
studied by gathering numerical data and generalizing it across groups, which in this research are students at Jouf
University. This approach will help to understand the pattern of awareness level of specific age groups and the
extent of their knowledge of applying acceptable cybersecurity practices and how to deal with cybercrimes.

The sampling method used was nonrandomized and straightforward; 379 male and female students were chosen
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from different courses and education levels at Jouf University. Data was collected by a survey, which includes two
sections in addition to demographic factors. The first section discusses the application of the best personal
cybersecurity practices, while the second section discussed cybercrimes and local cybercrimes law. SPSS software
and correlation coefficient were used for analyzing data.
Governments, institutions, and individuals in the world in general and Saudi Arabia, in particular, are widely using
Internet technology, which makes users vulnerable to cybercrimes at any time [29]. Saudi Arabia has a significant
cybersecurity trend through the National Cybersecurity Authority based on its missions as the competent authority
in Saudi Arabia in cybersecurity [26]. Saudi Arabia focuses to enhance cybersecurity by collaborating with
industries, to achieve development in cybersecurity, and teaching security standards to employees and people.
Despite the expansion of Saudi efforts, there is still an urgent need for training and cybersecurity education.
Therefore, the objective reflected in this study is to measure users’ awareness and explore participants’ experiences
and attitudes.
The survey was used and intended to target university students; being citizens over 18, adults using technology.
22.7% of the study sample were male, compared to 77.3% of the female participants, who are the largest group in
the study sample. Since this study aims to study the pattern of awareness in cybersecurity and cybercrimes, the
target audience members questioned the following points:

e What is the extent of general knowledge of cybersecurity concepts?
Does the public often apply different protection methods and techniques or not?
What are the ways of dealing with cybercrimes, if any?
Are Saudi government apps being used that respond to reporters related to cybercrimes?
What are the perceptions about the regulations of the local laws related to cybercrime?
What is the focus of training courses in cybersecurity and cybercrimes?
What are the perceptions about enriching content and guiding Saudi society on how to deal with
cybercrimes?
The survey was published in October 2020. 379 completed responses were received during the study
week.

4. Findings And Discussion

Cybersecurity awareness is the level of understanding of the internet users about the best practices of
cybersecurity. People have varying levels of security awareness. There was a noticeable increase in participants
who had the right information (or little information) about cybersecurity concepts, where their percentage was
73.6%. While 26.4% of the study sample do not have a minimum level of knowledge about cybersecurity. It is
considered a large percentage compared to the efforts made by Saudi Arabia to raise awareness of cybersecurity
as it is one of the leading countries in the field of cybersecurity. Saudi Arabia focuses on strengthening the
cybercrime Law, and cybersecurity Systems. The lack of awareness is due to a set of potential factors, the most
compelling of which is because this sample is ignorant of the threats that can be posed by these cybercrimes and
do not realize the value of knowledge of cybersecurity. It is worth noting that 3 out of 21 participants exposed to
cybercrime do not have any information about cybersecurity and cybercrime, so they did not know what the
procedures to respond. Only one participant dealt with the crime correctly and informed relevant authorities
through a mobile application that respond to cybercrime reports. Another interesting finding which may create the
main concern, 10.6% of respondents do not know whether their smart devices have been subjected to cybercrimes
or not, and this is due to the negligence of the nature of malware and the means of penetration [13].

The survey results indicate that most of the participants’ who applied correct cybersecurity practices had an
interest in training courses related to cybersecurity and cybercrimes awareness. In addition to the use of
cybercrimes protection techniques, more cybercrime knowledge and awareness would keep cybercrimes at the
lowest level possible. There is strong evidence indicating that cybersecurity awareness training is the main reason
for increasing cybersecurity effectiveness [29]. Training and education are the best way to empower Internet users
to reduce cybercrimes. Despite this, 82.1% of the total study sample, which is the largest percentage, did not
receive any training or educational content for cybersecurity cybercrime. Our research can support the study results
[18] the awareness rate of female students in cybersecurity and cybercrime is more than that of male students. Fig
2 shows the pattern of whether or not optimal cybersecurity practices are applied in the participants’ devices.

Also, it is noticeable that there is a lack of interest in knowing local regulations and cybercrimes laws. However,
there has been an increase in fraud attempts, with 63.9% of respondents experiencing a fraud attempt through
unnatural links, fake emails, or social engineering. However, these indents of fraud were ignored without reporting
to authorities. This study indicates that many people still do not consider cybercrime as a real threat that must be
reported.
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Fig. 2. Percentages of usingn cybersecurity practices (n=379) .

The local laws and regulations to combat cybercrime in Saudi Arabia cover cybercrimes and its penalties. The
survey results have shown that more than half of the study sample does not know local cybercrime laws, so there
is an urgent need to shed light on these laws, strengthen them, and publish them. Training and education courses
should be appropriate with the local cybercrime law to expand knowledge of these laws to the maximum extent.
The participants have been questioned whether they preferred to enrich the public digital content about
cybersecurity and cybercrime, 96.6% of internet users believed that they need more awareness and education in
this area.

In general, the results indicate that despite the increasing interest in awareness and education in cybersecurity
and cybercrime, but there are still some individuals who need to lift the level of awareness, especially about dealing
with and reporting cybercrimes. The results of this study summarized that the common points between participants
for whom cybercrimes occurred due to several possible reasons could be listed as follows:

¢ Not knowing the seriousness of cybercrimes.

¢ Poor use of optimal cybersecurity practices.

e Lack of attention to awareness in cybersecurity and cybercrime

¢ The training courses are not compatible with cybersecurity precautions and cybercrimes.

o Failure to report cybercrime in the belief that it is not considered as a crime with punishment.
Although many Saudi efforts are included in cybersecurity training and awareness, there is still an urgent need to
develop many flexible and interactive frameworks, methods, and tools to enrich cybersecurity content and deal
with cybercrime in Saudi Arabia.

Fig 3 presents the framework to increase the effectiveness of cybersecurity awareness and reduce cyber-crimes
in Saudi Arabia. To counter cyberattacks, internet users need a thorough knowledge of security, in general, to help
them remain more secure on the Internet. Owing to the dependency of anything surrounding us on the Internet,
cybersecurity has been more daunting than ever because internet users are in danger at any moment. Internet users
need to have humble knowledge of the essentials of cybersecurity to work properly with diverse devices and
technology and to apply the optimal practices of cybersecurity to maintain high levels of cybersecurity.

Training and cybersecurity awareness are not adequate immunity to cyber attacks. Rather they are a procedure for
addressing these cybercrimes, as devices may be faced by these cybercrimes. Therefore to mitigate the potential
harm, one must understand the nature of these cybercrimes and how to deal with them as much as possible. In
addition to knowing the local laws in Saudi Arabia against cybercrimes to deal with these crimes as necessary and
informing the responsible authorities to limit the spread of such crimes.

There is an immediate need for more attempts to post, in compliance with local legislation and policy on these
crimes, content relevant to dealing with these cybercrimes. Finally, the experience gained and education can make
a big difference in finding a high level of awareness in the field of cybersecurity and reducing cybercrimes.
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Fig. 3. Cybersecurity awareness framework.

5. Conclusion

This paper aims to study the pattern of awareness of cybersecurity and cyber-crime in Saudi Arabia by the case
study of Jouf University students to understand the current situation of cybersecurity awareness better. The analysis
was applied by testing through two parts: (1) using optimal cybersecurity practices, (2) cyber crimes, reporting,
and legal procedures in Saudi Arabia. Our results indicate that although there is an increase in awareness of
cybersecurity by the participants, there is an urgent need to understand cybersecurity and cybercrimes by training
and education. They are the most powerful way to enable people to deal with cybercrime. The survey analysis
results showed that most participants who faced cybercrimes did not deal with them according to the local
legislation law, where the majority require extensive awareness programs to fill this gap. The study presented some
factors that may increase cybercrime by extrapolating the relationship between cybersecurity awareness and
dealing with cybercrimes faced by participants. We developed a framework that helps internet users with the ability
to reduce cybercrime. This study’s most apparent result is that most participants need more education and content
enrichment with cybercrime and how to deal with it according to local legislation in Saudi Arabia. Undoubtedly,
there is still a need for more research and investigation in cybersecurity awareness. It is considered an emerging
field of study to increase the level of understanding of Saudi society.
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Table 3. Summary of awareness of cybercrimes and local
low cybersecurity practices. (n=379)

Appendix

Table 1. Summary of respondents’ demographic characteristics. (n=379)

Demographic | Characteristic | Count Percentage
Factor

Female 293 77.3
Gender Male 86 22.7

18-20 211 55.7
Age 21-23 102 26.9

26-24 44 11.6

24 and more 22 6
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Cybercrimes Yes / No/ Count Percentage
awarnesses Might
Cybercrimes Yes 21 55
occurs No 318 83.9
Might 40 10.6
Dealing with Yes 80 21.1
government
application
related to No 299 789
cybercrime
Review the local | Yes 151 39.8
regulation
related to No 85 22.4
cybercrimes
Might 143 37.7
Obtaining Yes 68 17.9
training course
related to No 311 82.1
cybersecurity
and cybercrime
Suitability of Yes 134 35.4
training course
with . No 17 45
cybersecurity
practices and Might 228 60.1
local regulation
related to cyber
crime
Support the Yes 366 96.6
enrichment of
content on No 16 34
dealing with
cybercrimes
Cybersecurity Yes/ Count Percentage
Practices No/
Might
Knowledge of Yes 74 19.5
cybersecurity No 100 26.4
concepts Might | 205 54.1
Use protection Yes 249 65.7
techniques
No 130 26.9
Use strong Yes 339 89.4
passcode No 40 10.6
Ensure the Yes 271 71.5
attachments and
links are correct No 108 29
before open
Make Yes 222 58.6
Backup
periodically No 157 41.4
Updating devices Yes 285 75.2
and software’s
periodically No 94 o5
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