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Abstract: Electronic health record (EHR) is patient data that store health information in digital format. Patient-centred data 

enables an authorized user to access the data at any time, anywhere. E-healthcare provides increasing social benefits, health 

benefits and reduced medical errors. The most difficult aspect of improving the use of IT frameworks in healthcare is the 

security issues of the systems that store health information. In the health sector, Blockchain is a revolution that may bring 

considerable changes in offered health services. It solves the issue of adapting and building a health care system in the 

healthcare community, pharmaceutical industry and insurance companies. This paper presents a framework for securing 

healthcare data.  Public Ledger, private ledger, smart contracts and context-based access control are the basic principles behind 

the proposed framework. This proposed model further provides interoperability, secure storage, and reliable access to patient's 

data.  
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1. Introduction 

Patient data that store personal health information in digital format is the core of electronic healthcare. Data 

focused on patients allow any approved user to access the data from anywhere and at any time. The electronic 

health system also saves money by minimizing the efforts and storage space (Simpson, 2015). Increased social and 

health benefits, as well as reduced chances of mistakes, are achieved through e-healthcare. The digital 

reproduction of paper-based health documents is the electronic medical record (EMR). EMR further evolved into 

EHR  that help the various stakeholders to share medical information quickly. The primary goal is to exchange 

medical information between multiple doctors and diverse stakeholders, including the Government, patients, 

health service providers, insurers (Menachemi & Collum, 2011). 

Healthcare Information and Management Systems Society, Inc. (HIMSS) is a non-profit corporation to extend 

health protection, security and convert health information through information technology. The main operation 

domain of HIMSS is North America, Asia Pacific, the UK and the Middle East. HIMSS' primary objective is to 

develop worldwide e-healthcare. Healthcare problems include attackers trying to modify health figures, leading to 

serious health system harm and severe attacks, such as a ransomware attack and a lack of cybersecurity. The 

challenge of increasing the use of IT frameworks in healthcare is probably security concerns when systems are 

supposed to have health information (Ermakova et al., 2013). The system includes the information security 

component (Samad et al., 2017)(Raghuvanshi et al., 2021). Researchers in (Avizienis et al., 2004) mention 

common health care security concerns such as privacy, approval and honesty. Following are the main requirements 

to consider the security of an EHR system: 

1.1 Confidentiality 

Confidentiality is one of the core tasks of the healthcare provider. The health data are confidential information 

that must be protected against unauthorized access (Bigini et al., 2020). The system gives the approved user access 

to the information and requires the creation of a trusted environment for the patient to seek healthcare. According 

to the 1997 HIPAA act, the patient's health information had to be protected  (Shuaib, Alam, Shabbir Alam, et al., 

2021a). 

1.2 Integrity 

Keeping eHealth record integrity is important because it is used to locate patients and pursue them when 

moving from one provider to another. In order to decide the level of patient care, the integrity of information in 

medical services becomes essential. It delivers precise and unaltered health information throughout the life cycle. 

It maintains data accuracy, consistency and reliability (M U Bokhari & Alam, 2013).  

1.3 Authorization 

The EHR system agrees to provide access to the record and to be recorded by physicians, thereby improving 

the process of medical recording for an authorized user (Shuaib, Alam, & Daud, 2021). The organizations of 

medical services are required to alleviate these risks and are responsible for authorization. It is important to 

mention the access control mechanisms to protect the privacy of the patient. The authorization process is limited to 

external users. The system needs to determine eHealth data access privileges and the user responsibilities. 

1.4 Availability   

The availability is an element that requires a framework to allow authorized users to open, use and access a 

record. It means that, if required by an approved user, the information is constantly accessible to customers. The 
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system must ensure that health records are available by preventing interruption to service due to hardware failures, 

improvements to the framework and safeguard the availability of health records (Mohammad Ubaidullah Bokhari 

et al., 2014). 

The remaining part of this articles has been divided into three sections. Section 2 contains related work; section 

3 contains blockchain description and advantages of using Blockchain in healthcare data security. Section 3 also 

contains a framework to secure healthcare data using Blockchain. Section 4 concludes the paper. 

2. Literature Review 

The patient's health information is generated and encrypted by the patient's public key (Shen et al., 2018). 

Based on unique information such as an e-mail address, etc., the public key is created. The patient now wishes to 

access the medical record, then authenticates the private key linked with the public key. This key is used only for a 

specific health record (Benet et al., 2018). 

The authorized key issuer creates a public key and the user's private key. An access structure over attributes is 

linked with every private key. Doctors enable the decryption of data by private key; they should also comply with 

the access policy during the decryption process. A monotonic access structure like AS, OR, Etc. is kept in the 

attribute-based encryption process (Qian et al., 2015). 

Techniques for attribute-based encryption policy permit non-monotonic access systems. The health record is 

encrypted and linked to a number of attributes, which are each private key linked to the attributes access structure. 

The physician attempts to access the encrypted record of health. It is only acceptable if the ciphertext has qualities 

and the access structure associated with a private key is satisfied (Shi et al., 2015). The downside is that the 

encrypter cannot determine who is able to decipher the data and that the data proprietor must also trust the key 

issuer. These problems have been overcome by encryption based on Ciphertext attributes. 

The fine-grained encryption technology is used to encrypt the health record and preserve the access policies of 

each health record. In ciphertext, a user's private key is associated with the set of characteristics, and ciphertext has 

to do with attribute-base access policies (Jiang et al., 2018). The doctor should decrypt this ciphertext, for 

example, a doctor or patient trying to access the health record, access if and only if the doctor's attribute fulfils the 

access policy for the ciphertext. 

Health records are encrypted and stored in the cloud by following these methods. It is the individual 

responsibility of the cloud servers to safeguard health information in the cloud. As the patient maintains 

confidential information in the cloud, it is important for the cloud service provider to keep the data secure and 

reliable (Shuaib, Alam, et al., 2020). 

Although patient data are performed with various encryption techniques and stored in the cloud. The one 

central node is the most important portion of the job in a centralized network (Alam et al., 2019) . However, 

eHealth data in the cloud is inadequate since the cloud has confidence in the third party and a single failure point  

(Abdus et al., 2018). Nodes are distributed to other nodes in a decentralized framework. The distributed 

framework provides a stable and highly usable system and a fault-tolerant mechanism that stops the issue of a 

single point of failure. Included in the cloud is the accuracy of the eHealth record and done with Blockchain 

(Tanwar et al., 2020). 

3. Blockchain for Securing eHealth Data 

Blockchain is a new technology that is aggressively being used in many sectors, including healthcare, that 

guarantees secure and immutable record. Blockchain was first introduced by a researcher named Satoshi 

Nakamoto in his research work on the cryptocurrency Bitcoin (Nakamoto, 2008). Blockchain is a particular form 

of Distributed ledger that provides a distributed peer-to-peer network. The distributed peer-to-peer network is 

presented in Figure 1. There is no central database in this novel aspect of the distributed blockchain network. 

Decentralization, openness and immutability are the three main attributes of the Blockchain. All transactions in the 

blocks are recorded and stored in the Blockchain after each node has verified it. The list of transactions is included 

in each block  (Shuaib, Alam, Shabbir Alam, et al., 2021b). The blocks are arranged in chronological order. It is a 

secure database where the network, not a single user, is operated  (Shuaib, Alam, Shahnawaz Nasir, et al., 

2021)(Shuaib, Daud, et al., 2020).   
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Figure 1.Peer-to-Peer (P2P) Network 

The list of transactions called the block, linked with each other, generated using encryption techniques. Every 

block is connected to the previous header of the block. Block headers and transactions are contained in every 

block. The block header keeps the Hash of the earlier block header, timestamp, nonce and root value of Merkle. 

There can be no modification to the data stored on the Blockchain.  

Blockchain is a joint transaction ledger. It enables members of a group to share data without the involvement of 

third parties and to monitor the transaction. It is stored over several machines rather than storing the record on a 

single server, making the information very difficult to mess with or delete. Most medical care companies are 

planning to implement Blockchain technology because of the decentralized database and inherent attributes. The 

public key encryption is used to produce unchangeable, timestamped content in Blockchain. All nodes receive the 

blockchain data. 

In the health sector, Blockchain is a revolution and will bring significant changes in health services. It solves 

the issue of adapting and building a health care system in the healthcare community, pharmaceutical industry and 

insurance companies. Today, it is difficult to track the patients' data; the doctor does not have the right to access 

the medical record in due course because of deadly medical mistakes. Clinical preliminary data is difficult to get 

and share and are also susceptible to various types of hacks and leaks that can endanger the life and social value of 

a patient. A fundamental component of a blockchain is Merkle trees. A Merkle tree uses SHA-256 hazelnuts in a 

tree structure to associate information. Every record of patients is hashed and stored on the block. Once you have 

generated the transaction and saved it in the block, it is difficult to alter. 

3.1 Blockchain-based Framework for Secure eHealthcare Data 

General Public Ledger, personalized micro-ledge, smart contracts and context-based access control are the 

basic principles behind the proposed framework. It uses the Hash signature to monitor the authentication. Finally, 

in the Blockchain, the hash value is saved. Figure 2 describes the usefulness of the framework.  

HL7 (Health Level Seven International) is a set of principles to create electronic health records, formats and 

definitions (EHR). HL7 principles have been developed and declared by the IT standard and adopted models of 

medical services in human services. HL7 was established in 1987, and the American National Standards Institute 

recognized this standard in 1994. HL7 helps global health care IT interoperability by guiding how standards 

should be implemented. The "7" belongs to Layer 7 of the OSI Reference Model. 

The HL7 guidelines discuss and provide a format for exchange, decision-making, syntax, universal definition 

of health data and clinical records, electronic health, and personal health records. HL7 guidelines allow for 

information exchange. The HL7 standard is used for the transfer of eHealth records among two providers. HL7 is 

an international standard for transferring health record from software to different health providers (Dolin et al., 

2006). The health system engages with one another establishes the approach, rules and standards. The other HL7 

standard, such as Fast Healthcare Interoperability Resources (FHIR), is standard for resource exchange (Saripalle 

et al., 2019). 

The InterPlanetary File System (IPFS) is a protocol and distributed file system (Singhal et al., 2020). The hash 

value of each record is shown. It swaps data within the Git repository and eliminates the data redundancy through 

the BitTorrent swarm (Benet, 2014). The relationship of the node in IPFS as a hash is carried out by Merkle DAG 

(Directed Acyclic Graph). 
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Figure 2. Blockchain-based Framework for securing eHealthcare Data 

Each transaction relies on the next subsequent transaction in a progressive time-blockchain to fulfil the final 

transaction. Before the transaction has been completed, the length of the hash chain agreed prior to hashing should 

be attached to the concatenated hash value of the child node. With the help of the signature, each transaction was 

checked. Here, the Temporary Hash Signature (THS) without the assistance of a third party is used for 

authentication. Any modification will almost immediately be identified as long as the signature of the monitor 

changes. 

  4.Conclusion 

The proposed theoretical blockchain-based framework highlights the concepts and techniques used and 

referenced for developing a blockchain-based reliable medical ecosystem and defines how complicated medical 

processes can be streamlined. We propose an innovative approach to medical record management through smart 

contracts that provide auditability, interoperability, and accessibility. In health data management, we have 

suggested potential uses of blockchain technology. We have adopted a data management and sharing system based 

on medical needs. It is possible to ensure that access to EHR data is guaranteed through blockchain technology, 

privacy, security, availability and refined control.  

The ultimate aim of strengthening health procedures and patient records is to introduce  Blockchain using 

smart contracts to simplify processes, minimize administrative burdens, and eliminate intermediaries. Blockchain 

may further strengthen patients' control over their personal data and support researchers in data collection, 

processing, and sharing health data reliably and securely while maintaining anonymity. 
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