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Abstract: The Internet of Things is an omnipresent concept with physical objects connecting with the Internet and programmed
with specific identifications to guarantee that they can recognise and continuously gather and share data over a network. The
Internet of Things As a consequence, the security of data sharing and interconnected sensor nodes grows very rapidly, the safety
of network, data and sensor devices is a major concern of the 10T network. This paper analyses the authentication system and
the Internet of Things access management. protocol is costly for exchanging packets and according to our study the security
assessment is not sufficient enough for such a protocol. We therefore suggest changes to the protocol to fill the holes observed.
The protocol enhancements allow for many user services, including anonymity, mutual authentication and a secure session key
configuration. Finally, the efficiency and safety assessment reveals that the improved protocol provides several advantages
over common attacks, improving stability at low connection costs. The Philosophy of the Internet Interconnection to the Internet
helped objects or devices to achieve certain common goals for each other and for people. 10T should be integrated seamlessly
in our society in the near future and citizens will fully depend on this technology for comfort and simplicity. In a single paper,
we tried to make improvements and access control techniques accessible.

Keywords: Internet things; wireless sensor network; access control.

1. Introduction

There are now a number of imagined and implemented applications using smart devices and sensing nodes,
forming a global and Internet-based Internet of Things (I0T) platform. Under the ITU concept, the basic IOT
design can be as perceived almost every physical thing in the world could precisely — it's all about Not transformed
to computers but small computers have a small footprint and intelligent nature. 10T involves numerous
technologies, including architecture, sensors, etc. Coding, transmitting, processing data, network, discovery, etc.
Kevin Ashton was the first to coin the Auto-ID Center's co-founder and managing director at MIT. The term
Internet of Things in the supply chain management context in 1999. However, in the concept was expanded over
the past decade with new IOT network applications like Electronic health and transport services. The development
of 10T comes from the convergence of Wireless technology, microelectromechanical (MEMS) and digital
technology development Electronics in which miniature devices are able to understand and calculate and wirelessly
chat. In the age of 10T, human contact and friendship Machines are increasingly regarded as machines that are
smarter and more human Tasks and people have to trust the computer and feel secure in this scenario. That's one
thing might be a patient with a medical implant for real-time tracking in a medical application or an accelerometer
for moving in a field setting connected to the cow. Figure 1 shows the An incipient application that focuses on the
hype cycle for emerging technologies, and is the fastest running, annual Internet of Things (10T) cycle on the
interconnection of things or devices and to people or consumers to accomplish certain general objectives.
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Figure 1. Gartner 2013 New technology hype cycle.

The most challenging subjects in such an interconnected miniature system — security and privacy aspects are
important. Authentication and access control technologies are known as key elements for addressing computer
network security and privacy issues. You can Impede unauthorized users from accessing resources, prevent
legitimate users from accessing them. Unauthorized resources and allow legitimate users to access resources in an
authorized Manner. When creating an 10T infrastructure, efficiency must be taken into account, Scalability of
security and market-oriented computing, power and storage for the best. Quality of customer or user service
provision. In 2012, the IOT authentication and access control method was proposed by Jing et al... Theirs Their
paper analyses mainly existing authentication and access control methods; Internet protocol of things. Under their
scheme, they use the authentication protocol Concentrated on a simple and efficient secure ECC-based key
establishment. For the policy on access management they followed the authorization approach focused on Role
Based Access Control (RBAC) Specific role(s) and applications inside the IOT network connected with them. In
this paper, we show you the scheme is costly for the sensor nodes in IOT and even for the entire contact phase the
safety evaluation they suggested in an operating situation is not realistic. After a clear review, we Propose
enhancements in security and calculation costs to its protocol and finally a Comparative success review are
performed to evaluate our plan with current schemes. The key thing this paper's contributions are safety
enhancements at fair calculation costs. In order to achieve make the system function soundly and we first format
to satisfy the security services specifications in 10T The Jing et al. protocol understands steps in protocol norms
by splitting their protocol into the key one For example, registration (offline or online), login and check process.
We also integrate a significant feature called recovery or password change that allows users to adjust their password
Event of need. - Case of need. Therefore, each user must register during registration with the HRA registry. Step.
Phase. This process is intended to negotiate and calculate various hidden login parameters and authentication
between the gateway node and the recipient. The method of shared authentication is Login and authentication
phases’ combination. Secondly, in terms of contribution Quality measurement by calculation cost analysis utilizing
various metric metrics, such as: Timing of hash (TH), cryptosystem (RC5, ECC,...), random number Generation
feature (R) compared to similar works and a protection review was eventually carried out Concerning known
network breaches and data attacks. The remainder of the paper is structured: Section 2 introduces the associated
10T works Security as the focal point. Section 3 reviews the Jing system and provides comprehensive information
Cryptanalysis of the protocol, while Section 4 proposes Jing scheme changes. The safety Section 5 analyses the
improved scheme until this paper is finalized in section 6.

2. Review of literature

Because of its ability to collect and relay knowledge through the whole Internet, the IOT sector becomes
quickly interested. Several development programmers are under way at various universities and laboratories to
achieve the highest levels of service in the region. One of the issues under consideration is the security element
and further solutions have been proposed. This section provides an overview of the work carried out in this field.
Jingjun and Liang in have presented a rapid mobile node identification protocol in the internet environment of
things, which requires mobile nodes to be authenticated by the cluster to communicate. The protocol developed is
based on the Verona network model and contains an authoritative request message and authentication response
message, ensuring quick recognition of authentication and privacy. They also examined the safety of the protocol
and formalized the pi-calculus protocol, a language that describes conflicting processes and interactions. This
expands the pi computation so that primitive cryptography can be modeled with a signature and an equivalent
theory. This shows the privacy properties of the protocol. The authors found that their protocol has less overall
communication, is safe and provides greater data protection than related protocols in comparison to existing one-
stage protocols, including the main hash protocol and the OSK protocol. The security-critical multimedia service
architecture proposed by Liang et al for multimedia applications with important features such as traffic analysis,
security requirements; traffic scheduling was included in the 1OT context. The researchers say that the proposal is
one of the first security-aware technologies for 10T traffic control applications. The main elements of the protocol
are: key management batch rehabilitation, authentication and watermarking. The proposed authentication scheme
comprises methods ranging from using access and capacity control, to reciprocal authentication, based on access
control, authentication ability, and reciprocal authentication between servers and users. The watermarking function
usually identifies the source of content, tracks illegal material and prevents unauthorized access. The
administration of various multimedia applications is offered in three operation modes: daily batch recovery,
seasonal batch recovery and regular batch recovery. Ago et al. proposed an Internet Things RFID protocol and
demonstrated a random oracle system for RFID networks. The suggested safety model for the RFID scheme in

1558



Turkish Journal of Computer and Mathematics Education Vol.12 No.9 (2021),1557-1567

Research Article

IOT consists primarily of readers, tags and the RFID middleware. Each object has a specific EPC in its scheme. In
the Internet of Things the random oracle concept is used to characterize the RFID device model. This article
contains the symmetric encryption of the SPAP protocol, one-way hash feature, and XOR. A random oracle model
shows that SPAP can carry out joint authentication, internal surveillance, and possession of tags and can even
prevent some fundamental assaults being transferred and monitored. Finally, the SPAP Protocol has a decent
stability based on the secure outcomes of the performance review. Suggested an efficient method of internet
authentication and access control in recent years, focusing on quick and efficient reciprocal authentication and a
safe ECC-based key facility with significantly lower overhead storage and bandwidth. The ABC-based
authorization scheme for the Access Control Framework has been adopted. Its architecture is focused primarily on
a Base Station (BS) design, which collects data and manages sensor nodes, identifies the consumer as a visitor to
the sensor, whether mobile phones or smart computers. Finally, attribute authority (AA) is the body responsible
for generating and transmitting the details on the attribute. Efficient ECC-based authentication and a policy on
attribute-based access control are proposed to provide reciprocal security between accounts, nodes and finely
monitored accesses. Mutual authentication safeguards the interactions between nodes and consumers whose
mechanisms are easy to solve a limited 10T perception layer issue. Access data access on the basis of Access
Management Authority consumer attribute certificates results in scalable, finely grained access controls. Compared
to those mentioned in the system proposed performs better on the sensor node side.

3. Description of the jing et al.approachandcryptanalysis

3.1. JING AND AL. JING A SUMMARY OF THE SCHEME
This segment checks Jing ET all’s contact method. First, the writers suggest a stable and powerful ECC-based
key set-up authentication protocol. Second, after fixing several of the issues found in the proposed protocol, 10T
implemented a new user access management scheme:
the RBAC model. Figure 2 shows an overview of the 10T architecture of the author.

Internet of Things
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Figure 2. Example of IOT architecture.

As seen in Figure 2, a full "Thing Subs" request protocol includes seven steps:

Step 1: User permission demands —Thing le;

Step 2: —Thing for verification purposes sends an authorization request to your RA,;

Step 3: RA User ID requests;

Step 4: User answers HRA information;

Step 5: RA verifies HRA details for the customer and sends an application for ID verification Step 5.1:
The HRA questions the user;

Step 5.2: User answers the question by responding;

Step 6: HRA answers whether or not ID is OK;

Step 7: RA answers the —Things regarding your user 1D and issues a user session key.

The authentication protocol aims to provide legal users with access to the 10T.

The authors recommended that all Consumers be enrolled using the home registration authority (HRA).
According to the writers, "Things around or artifacts become Internet nodes. They have special global addresses
(e.g. IPv6) and are able to communicate with them Over the Internet, each other. The messages exchanged for the
proposed protocol are listed Figure 2 where messages are shared between all participating organizations (User,
Things, RA and HRA) Follow the seven measures listed above. Only an authorized 10T agent may access Overall
network to obtain the desired facility. The RA verifies the content of the certificate and Thing an identity and
checks the contents to decide whether the details are correct Explains user. Describes consumer. In Table 1, we
summaries the notes used in this paper and their appropriate meanings.
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Table 1. Notations and description.

Notations Descriptions
E Finite field
E Elliptic curve defined on F,, with large order
P Point on £
G Group of elliptic curve points on £
H() One-way hash function
S RA’s private key
Du Identity of user
Dt Identity of the “thing”
R4 Registration authority
HRA Home registration authority
loT Internet of Thing
ECC Elliptic curve cryptosystem
RBAC Role based access control

3.1.1. Authentication Protocol review

The fundamental tasks for the method of entity authentication are the primary establishment and delivery. The
writers assume it to be a solid approach, based on the ECC algorithm. In order to create a session key between two
individuals in a defined communication way (by taking a user and an entity as an example) the authors suggested
three steps: Step I: RA that is in charge of the object produces a random P ad G and calculates Ps = spa on Fp.
Please note that s is an allocated code key until the RA has entered the IOT. RA will produce Up = h (Ida) for any
Ida person, and a private key for the thing Su =s Up.

Step Il: consumer creates a temporary private key a and calculates Quad = a Su and Quad = a P. The recipient
would then submit a {Ida, Quad, H (Ida||It]|Qu|Qu"} authentication request to the RA. RA will compute Quad" =
s —1qu' once the message is received, and verify whether h (Ida||It||Qu|Qu") is equal to h (IDu|IDt||Quad") or not.
If not, authentication is not effective. If not, go to step I1I.

Step I11: Primary Session Creation. The random ephemeral key b is also chosen and Qt = BP is calculated on
the desired — Thing queue.

Based on the ECC algorithm, the session key is h (abs). The writers state that the next issue is how a genuine
10T user will be authenticated. Things and users are in different fields.

They may be found at various stages of the network hierarchy. The concept was taken to help the protocol
design. User authentication is carried out in the user realm or as such on a licensed Opened service provider. The
writers apply to the home registration authority (HRA). The peer-to-peer authentication approach is another
alternative for more study. This solution cannot, however, work without addressing the issue of shared confidence
between two individuals.

3.1.2. Review of Access Control Method

The scheme of authors posed high calculation load issues and expanded the use of RA storage. The writers also
proposed that solutions in the 10T will provide solutions for the above-mentioned problems by a modern user
access management system in the 10T. In this case, the access control algorithm decides if a new relation is accepted
if the accuracy of the correspondence is already guaranteed. Only users having authorization rights have access to
data and resources as task Access Control is introduced in the 10T Network. Three well-known protection
principles remain: secret information, minimal privilege, and division of tasks.

3.2. Jing's Cryptanalysis Method

This section deals with a certain shortcoming contained in Jing et al. First of all, there is no detailed detail on
the whole authentication process for exchanging messages. In addition, the most relevant known authentication
steps including the (of-line or online) registration and the login process were not differentiated. In addition, the
solution to the access control feature fails a scheme design.

3.2.1. Main Session of the Establishment
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We find the following issues when analyzing how the Jing et al protocol computes and produces the key
sessions: Problem I: The user sends an authentication message to RA after calculating the required parameters in
the second stage of the session key.

Unfortunately, after an analysis of the post sent, the RA does not provide the receiver with a return message
fulfilling the popular authentication security criteria. In this study, we found that their protocol is prone to damaged
machine attacks and reproduction attacks, especially in step 2.

The above described no-mutual authentication protocol is presented in Figure

User RA |

Step-IT: User sends Ath. Mssg to RA:
HDu, Qu, f (1D || 1D\ Ol | Qe ) }

No Reply from RA to User

"

Figure 3. Unilateral message of authentication.

3.2.2. Over-exchange of messages

The entire exchanging of messages to reach the items poses certain concerns while evaluating the full message
for the request protocol (the seven steps). Issue Il: The authors presumed that RA has the function of pre-recording
the consumer, "any object shall pre-register on a close trustworthy access point or gateway (recorded as the
Registering Authority or RA)." The HRA also has the task of logging the users before deploying the network. After
this study, there is sadly a malfunction in Step 3 where the RA transmits a user ID request to the user that should
be pre-registered with the RA. In addition, in phase 5.1: the user is challenged, but all users are logged into the
HRA before network implementation. Given the fact that the protocol function on 10T and Thing Support
determines the end node that requires no large storage space and that is powerless, the study shows that Phase 3,
Step 4, Step 5.1 and Step 5.2 are excessive which results in a high energy consumption and a high memory use
requirement of the consumer system.

3.2.3. Control of Role Based Access

Instead of the ECC algorithm, the writers suggest using the access control for the main session computing and
authentication phases: Problem Ill: By utilizing the access control approach, Jing et al. protocol can address
problems of high power usage and RA memory storage. Unfortunately, this paper lacks any definition of the RBAC
approach to help their theory of how RBAC might work under this protocol, if the conventional methods were to
be replaced.

Therefore, we noticed that an RBAC system proposal was required to strengthen their study paper. However,
the RBAC is not within our field of study, so we don't touch on this issue.

4. Proposed enhancements

The amendments are two steps — registration and authentication — and a further essential function called the
recovery or modification of passwords.

For simplicity, the revised Table 2 below includes a current list of such notes and symbols for the remainder
of the article, while other symbols are explained as included.

This segment describes the suggested improvements after an analysis of the scheme proposed by Jing et al. in
the 10T. In order to address this protection void, we suggest security patches that solve Jing ET all are weaknesses.

Before a thorough debate about the planned changes is carried out, some conclusions are made which should
not be broken during scheme execution. Here are the conclusions.

Table 2. Table modified
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Symbol Description
Py Password of Dy
Nu Generated Nonce by HRA to User
MAC Unique Identity number of the device
Nra (enerated Nonce for the gateway
IDra User ID of the gateway
EK[m] Message m s encrypted with symmetric key
DK[m] Message m s decrypted with symmetric key
& Bitwise XOR operation

I Concatenation operation

1. Both customers (users, stuff, RA) and service providers are expected to be fair at the registration stage in
loT.

2. No client (user, stuff, RA) and server (HRA) are trusted after the registration stage is finished. During the
login process, customers need to check themselves with accurate identity details for accessing facilities and apps.

3. HRA is often trusted when shared authentication occurs, and the server is believed to never interfere with
network adversaries.

4. The consumer can only interact with the gateway (RA) which acts as a sink and performs the shared
authentication to save the energy from the sensor nodes in the 10T.

5. S is a code key assigned prior to joining the IOT by the RA (Table 1).

4.1. Phase of registration

Any consumer must initially register with the HRA registry during the registration process. The objective of
this process is to allow users and a gateway node to negotiate a common secret key to successful login and
authentication. As specified in Jing et all’s Ida scheme for each Ida consumer, RA will produce Pu = h (IDu) and
Su = s Pu private key. The following steps are needed for the processing of the registration phase by the agencies
concerned, as seen in Figure 4:

1.  The customer selects the PW with his IDu,

2. Random number Ru generated and h calculated (Ru totalPW)||IDu.

3. For registration requests, the administrator sends the notification to the HRA.

4. HRA IDu (young) = IDu tests (existing). If equal, he will otherwise deny the request for registration,

5. Assign the consumer a Nonce Nu and proceed to the next level.

6. The HRA advances h(Ru@PW)||IDu and Nu to RA.

7. The RA produces a hidden number Rg when the HRA messages are sent and calculates the following:

Bra = EKra (IDra]|Rg),
Dra=g (IDul|(Rull PW)mod P

8. Then the RA personalises the user's required authentication parameters with {Bra, Dra, h(.), Pu, Su, EKra
[.]}. The RA sends the response message via the HRA using the above parameters, which transmits the message
to the recipient. Here, h(.) is a one-way, collision-free feature, for example, SHA-1. The recipient now joins the
Ru card and includes {Bra, Dra, h(.), Pu, Su, EKra[.]} The RA stores the IDu in the ID table to keep it for login
and authentication measures, the registration process ending.
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Figure 4. Flow process of registration.

4.2. Step of authentication

This paragraph outlines the authentication process in Figure 5. It is divided into two steps: (a) Step of login:
This is where the consumer needs to join the 10T network. The consumer should not interact with the thing as it
was structured in the initial proposal in the suggested enhancement protocol. It is clear from our study that this
move costs a great deal in energy terms because stuff must authenticate the consumer for any login requirement.

The reciprocal calculation. Authentication consumes a lot of energy of the things this is why we limit the mutual
authentication phase to the RA.

The consumer then logs into his device and enters his IDu and PW. The smart device's local machine executes
the following operations:

Step 1-LP: Compute the Dra’ = g (PUIP") mod p and verify if Dra’ = Dra If indeed, the next move is to refuse
the login request otherwise.

Step 2-LP: Vu calculate = g™INY mod p. Tu and Nu are the timestamp and the nonce of the user interface
respectively. Uu = (Vu|Dra)

Step 3-LP: the consumer sends message of login request M1 =< Bra, Uu > RA. This is the final phase of the
login from the consumer to the RA, the message is transmitted through a public channel.

(1) Login Step

o Dt = g™ yag poand
check if Dra’ = Dra if yes go the
next step otherwise reject the
login request
Compute Vi =g ™™ mod p
Compute Uy = (Vul|Dra)
Send to RA Lagin Request Msg
M1 =< Bra, Uu>
1

= Checks if (Tra — Ji) 247 then R4 proceeds to the
{2) Verification Step next step, otherwise the step is termunated.
«  IDu=1Du if yes, continue otherwise abort
o Generate Nra, calculates: Gra = g ™™™ mod p
*  Compute the session key SEK = 1, mod p.
= Compute: Pra= (Gral|Nu)
»  Compute fra = EPKra {Pral|1Du | Tra|[Dra]
Send to user the Login MsgResponse
M2 =<ira, Pra>
2}

+  Check if (Tu - Tra) = AT if yes, then continues to
the next verification step if not abort

Decrypts Jra: DSiflra), and abtain M’ Gra, [Dra’

*+  Nu'= Nu, also check if IDra’ = Hra if yes, then
continues o the next step if not abort

Compute the session key SEK = Gra ™ mad p
Compute.Ju = ({Dral|Nra).

Send 10 RA M3 = h (Ju]|Du).

M3]

«  obtains Nra‘and [Du’

©  Check if Nra' = Nea, [Du” = iDu
If the conditions arc true the R4 believes that
the wser is a legitimate onc and it can access
the data he wanted otherwise not

Figure 5. Authentication phase: flow of login and check moves.
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(b) Verifying Process: the authentication step is done to authenticate the user jointly via the RA, and vice versa,
while the user wishes to access IoT info.
When the login request M1 =< Bra, Uu > is received at Tra, the RA authenticates the user by following steps:

Stage 1-VP: checks whether (Tra — Tu)< AT oscillates, then the RA goes to the next step, or else the step will
be terminated. Here ie T displays the predicted transmission latency time period and Tra is the gateway node time
stamp.

Stage 2-VP: In the IDs table of the RA, check whether IDu = IDu' if yes, then the gateway believed it was a
valid user and proceeded to the next step.

Step 3-VP: The RA produces a Nra nonce and then measures Gra as follows: Gra = g (/N3 mod p and RA
calculates SEK = VX mod p. Here Xra is the registration authority's hidden figure. The RA calculates Ira =
EPKra [Pra]|IDu]|IDra]] subsequently And sends a message to the user to respond to the login message request
to process the reciprocal authentication.

Pra = (Gra||Nu). After the message M2 has been sent from the RA, the recipient performs the following shared
authentication operations:

Step 4-VP: The recipient confirms the Tra period and cheques if (Tu — Tra) < AT fifth step If yes, go to the
next checking move and abort if not.

Step 5-VP: The user decrypts the message Ira, DSk(Ira) from message M2, and verifies if Nu' = Nu and if IDra
= IDra. If so, so the next move proceeds if not abortion. The consumer determines the session key using Gra
information from Ira's decryption:

SEK = Gra *“ mod p.

Step 6-VVP: After each parameter is checked the user should trust that the RA is authentic and then the user

sends the last message M3 to accept the Registration Authority session key:
M3 = h (Jul||IDu).
Here Ju = (IDra||Nra)

The Registry Authority takes the following action after obtaining the letter M3:

Step 7-VP: The Session Key is calculated and the Submessage is decrypted and the Nra' and IDu’ are sent. The
RA tests whether Nra' = Nra, IDu" = IDu, whether the parameters are valid the RA thinks the customer is legit
and can use the data he requested or not.

Step 8-VP: The user and the RA both share Sex to execute more operations during a session and the
authentication process is completed by setting up the session key.

4.3. Procedure for Password

Change In this segment, the password change/update process is introduced. If a user needs to upgrade his PW
password to a new PW Fresh password, the following activities are taken into account during the password change
phase: Step PCP1.:

Step 1: The consumer carries out a login process as while logging into the 10T by inserting his IDu and password
PW.

Step-PCP2: The local user interface initially validates the user's entered IDu and PW with stored values and
the local system calculates the values if they match:

Dra' = g (IDu||Ru||PW) mod p

Step-PCP3: The consumer tests whether Dra’ = Dra, if not, then the request is terminated to modify the
password, otherwise the following steps are taken.

Step PCP4: Step 4: The user now enters the system with his current password that calculates the operations
with the user's fresh password:

Dranew =g (IDu[|Fresh|PW) mod p.

Step-PCP5: the computer of the consumer replaces Dranew With Dra. The latest password has now been

successfully updated and this process is over.

5. Security and performance analysis

In this part, we present the proposed security analysis protocol review, [49-52] showed that security services
are more considered in the data analysis and network security, so we presume that the adversary can intercept M1,
M2, and M3 at anytime in this analysis. We therefore presume that an opponent will crack passwords or snatch a
user's computer, retrieve secrets but cannot do both simultaneously. According to present literature, it is very
challenging to remove secrets from the memory of an intelligent device, and some smart card manufacturers

1564



Turkish Journal of Computer and Mathematics Education Vol.12 No.9 (2021),1557-1567
Research Article

counteract the possibility of side channel assaults. According to the above, an intruder may carry out such attacks
in violation of the proposed protocol.

1.1. Maintenance of Security Analysis Identity:

The RA stores all registered ids in the id management table and tests if there is a single id available in any new
registration process. In addition, ids are held and distributed in encrypted form through the 10T network. In this
scenario, the enhanced protocol is safe from node privacy attacks. Mutual authentication: The improved protocol
suggested in the messages gives mutual authentication

M2 = and M3 = h (Ju]|IDu), the recipient and RA get each other's verification messages and both can be
confident they're valid. Confidentiality: These communications are particularly secret from any perpetrator. As in
other situations, contact in the 10T network takes place outside with countless calls, which could be enticing to
attackers. From this study, we assume that an intruder will quickly record confidential details when transmitting
messages. The suggested protocol supplies the communications with appropriate confidentiality (such as EPKra
[Pral[IDu|Tra||IDra] and h(Ju|IDu). An intruder cannot however derive useful knowledge from open air
communications.

Resist threats on replay: Our suggested protocol is vulnerable to replay attacks since the authenticity of M1,
M2 and non-based communications is timestamped. They are validated in order to verify the freshness of the time
stamps (((Tra — Tu) < AT, (Tu — Tra) < AT) and nonce (Nu' = Nu, Nra' = Nra). and Assume a login request
message M1 is sent by an intruder and tries to enter 10T by playing the same message (M1). This login attempt is
not checked since the time gap expires (i.e., (Tra — Tu) > AT). Likewise, whether it intercepts M2 or M3 and
manages to extract < Ira, Pra, Ju> and seeks to replay one, a checking request fails, so the time difference expires,
and even the nonce reveals that the message has been used already. Therefore, our protocol is secure from message
replay.

Attacks by Man-in-the-Middle:

An attacker can try an attack by changing the login message M1 =< Cra, Uu > to M1* =< Cra*, Uu* >. This
malicious attempt won't succeed, though, because the bogus IDu* won't be verified by the RA. The RA cannot
receive the initial sub message (Vu|Dra)* from Uu*. Man-in-the-middle assaults also do not apply to our protocol.

Offline password devaluation of attacks:

Password and ID assaults are not possible since there is no verifier table on our proposed scheme. The login
process, passwords and ids are not conveyed in plain text.

Hashed and certain operations for them are done. They are passed on with another secret (i.e., Dra = g
(IDu]](Ru]PW)) mod p), making it hard for users to devise.

Adjust/update password securely: The proposed mechanism can let users change passwords at any moment
whether they lose or hack it. This changing of password facility gives the proposed revamped protocol strength in
contrast to the static protocol dependent on passwords.

Establishment of primary sessions:

This scheme offers a main session setup after authentication. Between the used computer and RA for safe
subsequent contact a session key [i.e., SEK = Gra *“mod p] is set up. The session key will be different with each
authentication session and cannot be played until the time expires. In addition, the user and RA will securely run
encryptions and decryptions using a session key and thereby securely protect the messages that follow.

5.2. Evaluation of performance

Compared with current or similar jobs, the efficiency assessment of the planned enhancements is focused on
calculation and coordination costs. The measurements used in this performance assessment are described below:

TH: Time to calculate one direction

TH S: cryptosystem (RC5, ECC, EK/DK, P/P/P/S/Session or Shared Key)

R: MUL function for random number generation:

ECC multiplication advantage

ADD execution

Action XOR The performance review gives the contribution of a comparative cost estimate and the cost of
contact from the reference performance Figure 6 needs 2TH and 2 symmetrical cryptosystems for the proposed
improved protocol in terms of cost of calculations, while in [48] 2TH+6S, 4TH+12S, 4TH+4S and 11TH+8S,
respectively, their entire protocols are needed. For other parameters, 1R, 1R, 2R and 3R are required to generate
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the random number, whilelR is required in our system. For the multiple The suggested scheme parameter does not
use this operation and neither does. For MUL, however, 5 and 2, 6 times are required. In case of XOR activity one
time is enough, 6 and 8 times are needed while do not need it, respectively.

Computation Cost

Time Regquired

1 "M

Jingetal. [20] | Gaoetal [44] Yeetal [47] | Hsiuetal [48] Proposed
H 1 4 4 1 1
| 1

1
1
0
1

o | | w | 6o

] 2
1 2
EMUL 5 0 2
HXOR ] 0

Figure 6. Login and verification measures flow authentication process.

Communication Cost

Bling et al. [20]
B Gap et al. [44]
Yeetal. [47]
W Hsiu et al_ [48]

B Proposed

Fig 7: Authentication phase: flow of login and checking measures

As defined in Figure 7, the communication cost in the enhanced protocol is lower than in other systems since
the consumer cannot explicitly communicate with —things about nodes— in accordance with our protocol
architecture. In terms of electricity costs, only the consumer has access to the data Gateway (RA) that saves the
resources of the matter, so we have more calculations than some Schemes as RA interacts with the computers of
the consumers.

We have also divided the measures into various phases (registration phases and authentication phase). Thus,
nodes use fewer resources than most protocols. The connectivity cost efficiency review shows that the planned
modifications involve three messages to satisfy the entire communication and authentication mechanism between
the 10T devices. The above-mentioned methods of calculation and correspondence are shown in Figures 6 and 7.
The proposed protocol produces higher performance at low transmission costs since it only takes 10 percent to
complete the entire protocol phase (three messages exchanged compared with the current ones).

6. Conclusion

In this work, we analyzed and developed the IOT protocol for Jing et al. First we examined and studied their
work in depth using a cryptanalysis approach to determine the issues in the proposed protocol and noticed that
their system is susceptible to infected application attacks and replay attacks. Secondly, we have improved the
various aspects relating to the protection gaps contained in the protocol. Furthermore, in conjunction with recent
IOT studies, we have conducted an assessment of proposed improvements through safety and efficiency
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measurement in terms of computational and communications costs utilizing chosen metrics. Finally, the findings
of both protection and performance analyses show that the revised protocol meets the needs of the I0T’s main
security providers, such as privacy, integrity and authenticity, and achieves greater productivity at reduced
connectivity costs.
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