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Abstract: A blockchain is a linear collection of data elements, where each data element is called as block. All blocks are linked
to form a chain and secured using cryptographic hash function. Each block typically contains a hash pointer as a link to a
previous block, a timestamp and transaction data. Public verification techniques enable users to outsource the data integrity
verification to a dedicated third party auditor. To ensure the security in the case that the auditor is compromised, the users are
required to audit the auditor’s behaviors. Hence, the user data need to maintain in a secure way is an essential task along with
data integrity. Blockchain provides such kind to secure data storage along with data integrity without compromising
confidentiality. The double SHA provides a collision free secure storage than other technique. Hence Double SHA based block
generation and verification is proposed in this work. In this work both data owner and public auditors are verified the integrity
for providing highest accuracy. Experimental results show that the proposed technique provides better results and security to
user data in an efficient manner is proved.
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1. Introduction

Cloud computing provides the platform for data storage and accessing service resources from cloud through
network. Data sharing as one of the most common features in cloud storage, allows a number of users to share
their data with others. A potential method of solving this problem is to encrypt the whole shared file before
sending it to the cloud. Generate the signature used to verify the integrity of this encrypted file, finally upload
this encrypted file and its corresponding signatures to the cloud. Auditing helps to detect the unauthorized access
and modifications with the help of third party auditor. Occasionally these service providers and public auditors
also behave as adversaries. To overcome these issues, the blockchain technology is used financial and medical
sectors [8].

Blockchain is a blooming technology which is used to store the data in a decentralized storage location. The
key features of blockchain technology are decentralized storage, tamper proof record maintenance, immutability,
enhanced security and records are maintained in distributed ledgers. Due these characteristics blockchain
technology is used in many organizations like medical, financial and government organizations for maintaining
a record without data loss [13]. The major issues of cloud storage technique are third party service provider and
public auditor control. Occasionally these service providers and public auditors also behave as adversaries. To
overcome these issues, the blockchain technology is used financial and medical sectors. In a blockchain
technology, the centralized control is eliminated by the members are involved in a network. The tamper proofing
record maintenance provides integrity to user data. Similarly, in cloud computing the public auditors verify the
data access information in a frequently static time intervals. In a blockchain technique, data integrity is verified
in a dynamic manner through tamper proof records [9].

Blockchain is created in two different modes like permission-less and permissioned. In a permission-less
mode, everyone is possible to join in a network and able to create block based on puzzle solving process. The
information which is stored in a permission-less blockchain is able to view by all members are involved in a
network. There is no confidentiality is maintain in this network [10]. To overcome this issue, the permissioned
blockchain is used for maintaining confidential information like medical and financial data. In a permissioned
network, the data owner is having the full control over their network. Only the registered members are able to
participate and access the information in this network. When compared to permission-less network, permissioned
network provides confidentiality and integrity to user sensitive information. In a cloud storage technique,
occasionally authorized user access is denied by cloud service providers [11]. This drawback is overcome through
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blockchain based decentralized storage. The authorized users are able to access the information from a registered
network with minimal effort. Hence, the data availability is achieved through blockchain technology.

The major drawback of blockchain technique is storage capacity such as the storage capacity of each block is
1MB only. When a data size is increased, the performance degradation will be occurred in a blockchain technique.
Similarly, the user data is stored in each user distributed ledger. This storage technique increases data availability
and consistency but, it will require large storage space utilization [12]. Hence, an alternate technique is required
to utilize the blockchain technique in an efficient manner.

The remaining sections of this article are organized as follows. In section 2, the works that are related to
blockchain technique based storage is discussed with its merits and issues. Section 3, our proposed system is
discussed with system architecture and necessary algorithms in a detail manner. In section 4, the proposed
technique experimental results are discussed with existing work. Finally in section 5, the proposed work is
concluded with its future enhancements.

2. Related Works

In this section the works that are related to blockchain based data storage and public auditing techniques is
discussed with its merits and issues. Xiaodong Yang et al. discussed about the blockchain based multi-replica and
multi-cloud data with public auditing scheme. In this work, the issues that are related to third party public auditing
scheme is discussed with multiple storage issues. To reduce storage overhead, the replicated data were [14]stored
in different cloud storage locations. The third party service providers and public auditor’sinteractions are
overcome through unpredictability of block storage in a blockchain. Through this process, the computational and
communication overheads are reduced. In this technique, the replicated information is stored in a cloud storage
leads to a security issues [1]. Li Yanna et al. proposed the privacy preserving cloud data auditing technique. In
this work, the key updating and authenticator evolving mechanism is used key verification process. This process
reduced the communication and computation cost while maintaining the desirable security. [15]But, the it’s
difficult to update cloud users secret auditing key [2].

ShenlJian et al. used public auditing protocol with global and sampling blockless verification scheme for cloud
data verification. This proposed protocol performed well in terms of [18][19]efficient dynamic support and
reduced overhead. The major overhead of this technique was, increased the burden on data owners who are not
equipped with sufficient computing resources [3]. ShenWenting et al, discussed the homomorphic invisible
authenticator technique. This technique protects the privacy of authenticator and [20][21]supports the blockless
verification. But, this technique infeasible to large scale computation and communication process [4].
ShenWenting et al. established the storage auditing scheme for group users. In this scheme, the user does not
need to perform time-consuming decryption process. The major issue of this scheme was,key exposure should
not be neglected [5]. Yu Yong et al. proposed the identity based [16] remote data integrity checking protocol.
The RDIC protocol provided security against the malicious server. This protocol lacked with predominant
governing body to enforce these standards [6][22].

TianHui et al. [24] used public auditing with random masking scheme. This random masking scheme
effectively achieves secure auditing process. But, the computational costs for user revocations are relatively high
in this technique [7][23].

Limitations of an existing works:

« Cannot resist a procrastinating auditor who may not perform the data integrity verification on schedule.

»  Deviate from the original objective of public verification schemes.[17]

« It might be too late to recover the data loss or damage if the auditor procrastinates on the verification.

» The procrastinating auditor also cannot be detected in the public verification schemes even though
malicious auditors can be detected there.

Problem Statement:

In public verification schemes, after data outsourcing, the user sets a verification period. Then the auditor
verifies the outsourced data integrity at the corresponding time when receiving auditing request. Most public
verification schemes are built on the public key infrastructure where the auditor needs to manage the user’s
certificate to choose the correct public key for verification.

Obijective:

« To use blockchain technology, provides a tamper-proofing and distributed way to provide data security
without a central authority.

»  Third Party Authenticator ( TPA) who verify the integrity group of data stored in the cloud whether the
auditing proof is correct or not.

3. Proposed Work

The key idea of the proposed work is, the public verification technique is that the data owner splits the data
into multiple blocks and computes a signature for each block using double SHA 256 algorithm. The hashed data
blocks outsources along with the corresponding signatures to the cloud server. When the auditor verifies the data
integrity, it chooses a random subset of all data blocks and sends the sampled blocks indexes to the cloud server.
The cloud server responses with the corresponding proof, the auditor checks the integrity of challenged blocks
by verifying the validity of the proof. Figure 1. shows the proposed system architecture.

160



Turkish Journal of Computer and Mathematics Education Vol.12 No.9 (2021), 159-165
Research Article

This proposed blockchain based data storage restricts the behavior of third party auditors. Similarly the
certificate-less public audit scheme increases efficiency of auditing process. This scheme provides data owner
based access monitoring and tracking system. Hence, the data owners are dynamically monitor their data access
in an efficient manner. Additionally, the proposed technique resists the collusion attack to TPA and CSP.
Similarly, the proposed system allows the cloud server to prove that the outsourced data is well maintained. The
communication and computation overhead should be as efficient as possible. This technique improves the public
auditing and privacy preserving with the help of hashing approach. Fast auditing with higher performance
protocols is used for better results. The working principle of the proposed system is discussed as follows.

»  User Enrollment — Before going to create or access a block, the user has to be registered with the system
for getting the authentication and authorization. In a basic authentication process, a user presents some credentials
like user ID to prove that the user is the true owner of the user ID. Afterwards, the data owner could upload the
file on cloud. Once the file is stored in a cloud, the file will be getting encrypted.
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Figure 1. Proposed System Architecture

Data Block Creation —In blockchain based storage, the block is a digital representation of data is stored
it. When a block of data is chained to the other blocks, its data can never be changed again. Blockchain technology
functions are reliable for use in a hashing crypto method. Which helps create an adequate and strong hashing
code and convert it from a bit of fixed size data to strings of character. Each transaction proposed in a blockchain
is hashed together, and the hash pointers connect each block to the next block. Any changes in the blockchain
transaction of hashing function will result in different hash string of character and affect all the involved blocks.
Equation 1 is used for create a block based on data block, hash code of current block (HCB) and the hash code of
the previous block (PBH).

Data block=Double SHA_256(Data+HCB+PBH) 1)

When compared to SHA_256, Double SHA_256 is collision free and it is suitable for hexa-decimal based
block generation. Hence, double SHA 256 is preferred in for the block generation. In algorithm 1 the block
generation process is discussed.

Blockchain Storage -The storage scheme of data uses blockchain based cloud storage technology to
achieve safe storage and sharing.To create a local Cloud and provide priced abundant storage services. Data
storage and access control are the main transactions in the medical blockchain.Once get space from cloud the
users can upload to share data in the cloud.In this work, the cloud storage can be implementing with high secure
using blockchain technology. Figure 2. Shows the blockchain generation with blocks.
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Figure 2 Blockchain Generation

» Data sharing - In the data sharing concept storage server is most important process.The storage data store
the huge amount of data. This data is securely store in storage server. It also store encrypted data and key which
used for data encryption. When the user requires his data, user requests to the storage server. There are two keys
used for encryption and decryption purpose. Data sharing can be done in a secure manner. Figure 3. Shows the
block encryption and decryption process.
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Figure 3. Block encryption and decryption

Algorithm 1: Block Generation and Verification

Input : Data, Double SHA 256, PBH
Output : Block of Data
Procedure
1. Login using the registered ID.
a. Input — File + PBHV + CBHV

2. Read input and split into an array of chunks with 512 characters.

w

Use double SHA to generate hash code

Data block = Double SHA_256(Data + HCB + PBH)
To generate block with hash code of data, HCB and PBH
Give audit request to the TPA.

TPA forwards the request to the cloud server and input as the index of block to be audited.

N o g &

Cloud server audits the specified file and displays output.
If file found
Output — file found
Else if file is modified
Output — File found and modified

Else output — File not found

e Data Auditing - TPA works for the user. It feeds back the verification results to the user and the cloud
server, and detects the data corruption as soon as possible. The communication between TPA and other

entities is authenticated. Upon receiving the challenging message, the cloud server computes the
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corresponding proof. TPA checks the validity of the proof to verify the data integrity. If the checking fails,

TPA informs the user that the data may be corrupted. Figure 4 shows the data auditing process.

Third Party Auditor
(TPA)

Data Flow

Data Owner
(DO) Cloud Service
Provider (CSP)

Figure 4.Cloud data auditing process
Data owner send an auditing request.
The third party auditor send a this request as a challenge to cloud service provider.
Based on challenge the cloud service provider sends a proof to third party auditor.
4. Now, the third party auditor sends an auditing report to data owner.
4. Experimental results
The proposed technique is implemented in java language with Intel Pentium system. The Double SHA 256 is
used for hash code generation along with data, HCB, PCB. Figure 5 shows the encryption process along with
double hash code generation. This process includes the id, owner name, file information, file name, file size, keys
which are used for encryption and hash code generation, hash code 1 and 2.
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Figure 5. Data encryption and Hash Code generation
Figure 6.shows the block request along with verification details. It includes the id, owner name, file
information, file name, status and action which is taken based on integrity of the block. Through the status, the
data owner and third party public auditor knows the file found or not. Similarly, the file found with modification
is also identified through it.
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Figure 6. Block request and Verification
Figure 7.shows the file found, file modified or file not found messages. Through this process, the data owner
and cloud service providers are easily identify the details of a particular block in an efficient manner.
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Figure 7. File found, modified and not found
5. Conclusion

Implemented secure data storage with the help of blockchain based data storage. Provides the strongest
security guarantee compared with existing schemes. A procrastinating auditor can detect the data corruption as
soon as possible. TPA would not learn any knowledge about the data content stored on the cloud server during
the efficient auditing process. Future work focused on TPA may concurrently handle multiple audit sessions from
different users for their outsourced data files. Further extend our privacy-preserving public auditing protocol into
a multi-user setting, where the TPA can perform multiple auditing tasks in a batch manner for better efficiency.
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