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Abstract: With the explosive advancement of modern technology we heavily rely upon digital data in the form of vi deo and image. 

Digital content has been the norm for quite a few years in all aspects of modern society for ease of use and conveniences. Relevant 

visual information may be utilized in a range of settings, such as the media, law enforcement, publications, legal procedures, 

medical imaging, the military, and consumer museums. Though the development of advanced technology with the help of 

sophisticated artificial intelligence(AI) algorithms have opened the door to temper digital data and contents. [1] This 

misinterpretation of advanced technology has made the integrity of the vi deo/image file questionable. [2 ] In the context of using 

the vi deo/image file in court or any other places for presenting proof have been disputable. In this research article I present a 

framework for verifying the authenticity of video/image using blockchain technology. Using this framework the deep-fake 

problems can be countered and a layer of trust can be established verifying the integrity of the visual contents. The IoT device 

capturing the image or video file computes a hash before the data leaves the device. Then the hash is stored in a blockchain system 

to provide a transparent way to check the integrity of the file. 
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I. INTRODUCTION 

Blockchain technology has been popular for some years now due to the boom of digital currencies like Bitcoin, 

Etherium etc. The core idea of blockchain is to get rid of any mediator to establish proof of transaction. In the realm 

of cryptocurrency blockchain has thus been capable of providing a peer to peer direct transfer of funds without the 

need for a mediator. This solves two major problems - i. The integrity of the transaction or the validity of the transaction 

is established without the chance of any conflict between the two parties ii. The chance of fraudulent of the mediator 

comes to zero as the mediator is not needed while doing the transaction using blockchain system. [3] There have been 

multiple research on how blockchain technology can be used in various fields of trans- action or the places where a 

proof of transaction is a must. Modern society heavily rely upon digital data. But the rise of sophisticated technologies 

capable of altering a video or image file has made any video or image questionable. There is multiple ways of forging 

a visual content with the help of latest technology. Some techniques that can alter a visual content are inter- frame 

video counter-fitting, frame insertion, frame deletion, frame duplication, frame manipulation etc. In this paper we will 

try to understand how a blockchain can help us combat digital content forgery. The main purpose of this article is to 

provide a way to establish the veracity of visual materials that utilizes blockchain technology in conjunction with 

visual content forensics. In this method the image or video segments are hashed and then saved in a chronological 

sequences as chain of blocks. These blocks are traceable but cannot be altered in any method. This ensures that the 

information stored in the block is genuine and accurate that have not been tempered with. 

II. BACKGROUND 

A. Blockchain Technology 

Blockchain technology consists of blocks that are connected with each other and contains hash and the hash of the 

previous block. It is possible to create a new block but it is impossible to alter data in an existing block of a blockchain. 

[4] The Fig. 1. Blockchain nodes integrity of a blockchain is maintained at its core and it uses public key encryption 

for all network interactions and updates. Blockchain is build upon a decentralized ledger where each block has a own 

copy of transaction details and records. 
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B. Consensus protocol 

In a blockchain a new node is added through a protocol. In that protocol the insertion of a new node is approved within 

the block and provides an agreement on the last state of blockchain. There are mainly two types of blockchain 

mechanism based on blockchain structure, Permissioned and Public. The most popular blockchain technology used in 

today’s world, the cryptocurrencies, fall into public blockchain category. The consensus is established by the 

mechanism called proof of work. 

[5] This proof of work forms a hash puzzle and it requires previously computed hash value. This type of consensus 

brings a solid security chain. Apart from that a permissioned blockchain utilizes some byzantine fault tolerant voting 

system which does not require heavy computational resources for hash puzzles. This makes permissioned blockchain 

less time consuming system, Though more than two thirds of total nodes permissions are required to make the 

blockchain trustworthy. [6] 

C. Hyperledger 

Hyperledger is an open source community built on linux foundation for developing blockchains, projects, frameworks 

and tools. Hyper-ledger has been a successful open source project which is funded by big tech giants like Intel and 

IBM to create collaborative ledges. Hyperledger is a type of permissioned blockchain where only the blocks having 

required permission can access the blocks. This is different from the public blockchain system. Fig. 2. Hyperledger 

platform Applications that use hyperledger includes financial systems, banking, healthcare systems etc. The access 

permissions of blocks are calculated using a voting based consensus algorithm. If there are n number of nodes in a 

blockchain system, a consensus can be achieved if (2n-1)/3 numbers of nodes are true. 

D. Device Fingerprint 

Different digital content recording device has some different unique identification attributes. The video/image 

recording devices can be identified using hardware parameters of the device. some ap- plications require determining 

extrinsic parameters. Such as focal length, scale factor etc for camera devices. [7] 

III. BLOCKCHAIN BASED DIGITAL CONTENT VERIFICATION SYSTEM 

A. Architecture 

A camera embeded surveillance system records video footages and transmits that recorded footages over to a remote 

server. To accomplish the security standard of video verification unique signature by the recording device is utilized. 

The recording device uses cryptographic signature mechanism to securely sign the video footages while it leaves the 

device. When a device is set to be used to record video/image the unique identification key of that device is registered 

in the system. Apart from generating unique key for each device in the system a sample video is taken along with the 

fingerprint of that specific device. This can help in future to determine whether the source of the video footage is 

genuine or not. While recording a footage the device performs a secure hash function internally and while transmitting 

the footage in the server. The blockchain can then use querying methods via smart contract to match the stored hash 

with the hash coming from the device while recording. This way the integrity of a video footage can be verified. 

B. Segmentation 

While recording a footage through a device there is two options in hand. One is to wait for the completion of the 

recording and then sending the video along with the required hash to the blockchain and another is instead of waiting 

for the video to be recorded completely sending the video footages or images in small chunks to along with the hash 

to the blockchain. The later approach is more convenient and efficient. In wireless systems and embedded recording 

devices there may arise multiple prob- lems. Such as hardware failure, network failure and other technical problems. 

In this case if we wait for the recording of the footage to be completed and in the middle some error occurs we loose 
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the whole video. But if we set up the system in such a way that our device computes hashes for smaller segments of 

the recorded video and transmits the data to the blockchain we may not loose the previously recorded data if any 

failure occurs. [8] This type of video segmentation can be achieved in multiple ways inside the video/image recording 

device. There are many tools that can help us achieve this type of video segmentation. Such tools include opencv, 

mpeg-dash, ffmpeg streamer etc. Though this type of tools can make our recording device resource heavy but for low 

resolution footage it is feasible. 

C. Sending video hash to blockchain 

The device which is entitled to record the video footage transmits the hash and the video to the hyperledger system. 

The video integrity verification can be achieved by using the blockchain method to store the video or image content 

making it immutable. The device calculates a hash function every time data is fed into the blockchain. [9] It updates 

the hash value with new arriving data. h (a+ b) = h.update (a) + h.update (b) . 

This way the has function does not have to wait for the video to be recorded completely. The video is sent instantly 

form the recording device that is Fig. 3. end device interaction with Hyperledger enabled with streaming. There are 

multiple options for hash functions such as MD5, SHA2, SHA3 etc. 

D. Integrity verification 

Integrity verification process consists of some steps. The steps include has recalculation, query in the blockchain and 

validation. [10] 

• The first step involved in verifying the integrity of the file is to compare the video segments in the blockchain. This 

method involves hash recalculation to verify the signature of the file. 

• When a segment is queried in the blockchain the previous hash is queried with other saved metadata such as video 

Id and recording device fingerprints. 

• The query in the blockchain will return the hash stored in the hyperledger. Then the re- trieved hash and the computed 

hash are com- pared with each other. If the two hashes match we can say the video is authentic or has not been altered. 

But if the has does not match we can conclude that the video is altered and cannot be trusted. 

IV. CONCLUSION 

This paper presents a way to verify the integrity of a video/image file using the blockchain tech- nology. In this method 

hyperledger technology is used to set up a blockchain system. This paper can help developing a trustworthy 

surveillance system that is transparent and trustworthy. I believe this paper makes new amends in the field of 

blockchain technology and the idea of integrity verification system using blockchain. 
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