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ABSTRACT

Distributed Denial of Service(DDoS) attacks are now a threat to Internet. Though traditionally
DDoS attacks stuck at network layer, recently an increasing number of DDoS attacks occur at
application layer. They target specific web applications. These attacks appear as legitimate
traffic, because of their low and slow rate. In this paper, we introduce DDoS attacks along with
taxonomy and method to detect application layer DDoS(App-DDoS) attacks. Recent research
trends in application-layer attack detection are also included.
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l. Introduction

Denial-of-Service(DoS) attacks have been proved the most challenging among many network
attacks[1]. They rely on overwhelming the network to deny services to the legitimate users.
Distributed Denial-of-Service(DDoS) attack is kind of DoS attack which applies a large number
of computers to launch attacks. DDoS attacks consume large bandwidth. Recent development of
DDosS attacks involves low bandwidth appearing to be normal traffic. The new class of DDoS
attacks, called application layer DDoS(App-DDoS) attacks target application layer. App-DDoS
attacks are harder to detect and mitigate because they appear like legitimate traffic. Traditional
DDoS attack detection methods[4] are not enough to defend App-DDoS attacks. Although a
number of researches[6,7,8,11,12,13] is carried on detection and mitigation of App-DDoS
attacks, none of these is of wide use. Information theoretic metrics are being used recently to
detect such attacks efficiently.

Section 2 starts with the introduction to different attacks. Section 3 discusses the DoS attack.
Section 4 illustrates the application-layer attacks. Related works in application-layer attacks are
given in Section 5. Information theoretic approach to detect App-DDoS attack is given in Section
6. Finally, conclusion is made in Section 6.

2. Different Classes of Attacks

An attack is an activity access unauthorized use of information, alteration of information to make
the system unreliable. All attacks can be broadly classified as external and internal. External
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attacks are made by unauthorized intruders external to the computer system while the internal
attacks are made by authorized users having not enough privileges for the root or superuser
mode. There are many types of attacks available in the literature. A taxonomy of such attacks
can be found in [3,5]. It includes attacks ranging from virus to Denial-of-Service(DoS). There
are various classes of attacks[2] available in the literature such as virus, worm, Trojan, buffer
overflow, password attack, social engineering attack, User-to-Root, Remote-to-Local

3. DDoS Attack

Denial of Service or distributed Denial of Service attacks[15] are the form of DoS attacks which
uses a botnet to launch attack. DoS attacks consumes bandwidth, hold on computing resources of
a victim system. The categories of DDoS attacks can be found in Table 1.

3.1 Bandwidth Depletion Attacks

These attacks flood the network with spurious packets to exhaust the bandwidth and routing
capacity of the network. Such attacks operate at network layer(layer 3) and transport layer(layer
4),

Flood Attacks: Flood attacks send the large volumes of IP traffic to a victim system. UDP and
ICMP packets are used to launch bandwidth depletion attacks.

Table 1
DDoSattack taxonomy
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Amplification Attacks: Amplification attacks send messages to a broadcast IP address. On
receiving the packet, the router replicates it and sends it to all hosts under the router, eventually
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amplifying the traffic in network. Attackers can send the broadcast the messages directly or use
agents. Amplification attacks can be launched by smurf and fraggle attacks.

3.2 Resource Depletion Attacks

Resource depletion attacks exploit the vulnerabilities of an application. These attacks operate at
application layer(layer 7) and consume low bandwidth. Attackers tie up the critical resources of
network such as DNS server, router. These attacks can be launched in two ways: sending packets
by exploiting protocol vulnerabilities or malformed packets.

4. Application Layer DDoSAttacks and Classification

The growing threat of Application layer DoS (App-DoS) attacks[15] becomes a nightmare of the
security personnel. App-DoS attacks target the vulnerabilities of the specific web applications
running on the server to tie up the resources of the victim server such as CPU time, memory,
operating system. The App-DoS attacks are seen in a variety of categories[16,14] as shown in
Fig.1. The App-DoS attacks are classified into four classes: request flooding, asymmetric
flooding, hybrid flooding and exploit-based flooding attacks.

App-DDos Attacks

Request

Y

Asyrmmetric

r

Hybrid

Y

Exploit-based

Fig. 1 App-DDoS attack types.

5. Related Works

App-DoS attacks mimic the legitimate traffic. A few researches are done on detecting App-DoS
attacks. The detection methods for App-DoS attacks are divided into three categories as shown in
Fig.2. Application-based approach the behavior of particular web applications is analyzed to
detect App-DoS attacks. Rate-limiting acts as the primary defense mechanism here.In puzzle-
based approach puzzles such as CAPTCHApuzzle[17] are offered to solve the ability of user at
the IP address to solve the puzzle DoS attacks are getdetected.In network traffic characteristics-
based approach[8], the characteristics of network traffic is monitored to differentiate App-DoS
attack traffic from legitimate traffic.
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Fig. 2 App-DDoS detection methods.

6. Information Theory in App-DDoS Attack Detection

Recently, information theory based metrics are being used by researchers. In information theory,
the entropy is the measurement of uncertainty associated with a random variable. The more
random the variable is the larger the entropy is. Many such information metrics[18,19] are
proposed. Entropy metric is used to measure the difference between probability distributions of
normal traffic and DDoS attack traffic.

Letr;; be the request in a session, where i, j €I, a set of positive integers, ‘i’ denotes the request
number in session ‘j’. Let |(1],t)| denotes the number of requests per session j, at a giventime t. It

can be expressed as:
= Z L 1)
i=1

For a given interval _t, the variation in the number of requests per session j is given as follows:
N (1.t +At) = [, t + At| = |(7;, ©)] ¥
The probability of the requests per session j, is given by:
(1) = N(n.t + 86)/ Ty 7oy N (77t + At) (3
Let R be the random variable of the number of requests per session during the interval At.
Therefore, the entropy of requests per session is given as:
H(R) = = %,; B (r;)logP (1;) 4)

t

Ti»

The range of entropy H(R) is now:
0<H(R) <logN (5)
where N is the number of requests.
Let C be the maximum capacity of the session,t be the threshold and if :
[H(R) - C| >t
Then, the network is under App-DDoS attack.

7. Conclusion

In this research we have introduced the recent trends of application-layer DoS attacks. These
attacks are low and slow, and mimic the normal traffic. So, App-DoS attacks remain invisible to
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the traditional DoS attack detection methods. Recently, information theory-based metrics are
being used effectively to trace such attacks. More research is required on the detection and
mitigation of such attacks at an early stage.
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