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ABSTRACT

Nowadays, security is a major concern and has garnered foremost attention in recent years as a result of the
Internet's evident impact on all facets of human life. To provide an appropriate level of security, the Completely
Automated Public Turing Test to Tell Computer and Human Apart, or simply CAPTCHA, has been designed for
circumstances when bots must be prevented from performing a specific action, such as signing up and downloading.
At the same time, it should be designed in such a way that people can execute the same action. Despite its many
benefits, there are several major concerns about security, usability, and accessibility that make its use contentious. In
this work, we attempted to provide a comprehensive analysis of many features and the state-of-the-art of CAPTCHA
in general, as well as its alternatives in particular, to assist researchers in focusing on specific concerns to propose
new solutions and ideas. With the advancement of CAPTCHA development, variousschemes of text-based and
image-based CAPTCHAs have been described and compared. Furthermore, numerous proposed methods are used to
classify and evaluate various sorts of CAPTCHA alternatives. This analysis could be useful in future studies aimed
at developing new strategies for addressing current flaws.
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I. INTRODUCTION

Using the Internet for various purposes has become a daily activity for practically all individuals all over the world,
who use it to research, shop, use programs, and do a variety of other things. Because there are many unfair users like
attackers, hackers, and spammers who intend to have unauthorized access to these applications (information), spam,
hack accounts, and do other abuses, the importance of maintaining security attracts more attention as the amount of
information and applications grows exponentially.As a result, the crucial importance of (information) security in
securing applications and their most valuable assets, namely their private information, has been highlighted more
than ever before [1]. The security domain is quite vast, and it should be able to control access, protect programs,
detect intrusions, restore damage, and block unauthorized users, among other things. Several policies, processes, and
instruments have been proposed to deal with the growing number of security threats [2]. The Completely Automatic
Public Turing Test to Tell Computers and Humans Apart (CAPTCHA), which was first introduced more than a
decade ago, is now widely recognized as a useful security technique [3]. Several distinct variants of CAPTCHA
have been proposed and used for diverse applications in the years since its development. On the other hand, because
of the issues and shortcomings of CAPTCHAs, efforts have been made to provide alternate ways.

The four key characteristics [4] that every CAPTCHA system must have are:
1. Secure: The tests generated by the program must be difficult to solve by machines using any algorithm.
2. Automated: The software (computer programs) must be able to create and grade the test.
3. Open: The underlying algorithms and databases must be made public.
4. Usable: These tests should be able to be completed by humans in a reasonable amount of time.

Von et al. [3, 5] proposed various effective CAPTCHA techniques based on hard Artificial Intelligence (Al) issues
i.e., challenges that most humans can readily answer but that computer programs cannot.The majority of CAPTCHA
techniques proposed in the literature take this approach, utilizing various features such as character recognition,
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image understanding, and speech recognition to generate challenges that effectively stop automated bots. However,
thanks to recent advances in artificial intelligence (Al) in general and computer vision (CV) in particular, automated
systems are now substantially better at performing such challenges. As a result, as shown in References, practically
all previous CAPTCHA systems have been broken [6, 7, 8].Furthermore, contrary to Von et al. assumptions, not all
proposed attacks in the literature seek to address the underlying Al problem that these CAPTCHASs are founded on
to defeat them. Instead, some of them try to get around the Al problem by exploiting flaws in the architecture of a
particular CAPTCHA technique [9, 10]; these are named Side-channel attacks.Designing successful and user-
friendly CAPTCHA methods based on difficult Al challenges has become increasingly difficult over time. As a
result, a new generation of systems based on behavioral analysis and sensor readings has emerged.

In 2014, Google revealed that today's Artificial Intelligence technology can resolve even the most challenging
variety of distorted text with 99.8% accuracy [11], and switched to a behavioral analysis-based CAPTCHA system,
which is now the market's main CAPTCHA method. Even though many scholarly publications have demonstrated
the wulnerability of classic CAPTCHA schemes, many researchers continue to focus on breaking traditional
CAPTCHA schemes and evaluating their security and usability [12, 13, 14], while disregarding emerging
CAPTCHA methods that have yet to be cracked. Recent publications in the literature, however, do not include these
new CAPTCHA systems in their reviews or security assessments [15, 16, 17].

Motivation and Contribution:Unlike previous CAPTCHA surveys [16, 18, 19], we give an up-to-date
comprehensive CAPTCHA survey in this paper, which includes both traditional and newer CAPTCHA schemes,
such as those based on neural style transfer technique. We have made a detail analysis of test-based and image-based
CAPTCHA schemes. In addition, we review and analyze all of the literature on the security evaluation of existing
CAPTCHA systems and proposed strategies to break them, highlighting the flaws of various CAPTCHA schemes.
This work also allows us to create a security chronology for 25 CAPTCHA schemes, which shows the invention and
breaking year, as well as the breaking percentage. This timeline not only shows the progress of CAPTCHA over two
decades, but also shows which CAPTCHA mechanisms are broken and which ones should be investigated further. It
also explains the latest design trends in CAPTCHA schemes.The main contribution of this article is to review,
classify, and compare various forms of text-based and image-based CAPTCHASs and their alternatives to create a
overview for future research. This study sought to serve as a reference point for studies on CAPTCHA and
alternative solutions that have been undertaken thus far, to lead future research activities toward developing more
efficient and applicable cases.

Structure:The remainder of this article is structured in the following manner. In Section 2, we categorize
conventional and recently created CAPTCHA approaches in depth. Section 3 goes through the main attacks on the
CAPTCHA systems discussed in Section 2. Section 4 focuses on unresolved issues, roadblocks, and future work
opportunities. Finally, based on all of the analysis and comparisons in Section 5, we draw some conclusions.

I1. CAPTCHA CLASSIFICATIONAND SURVEY

Till now text-based, image-based, audio-based, video-based, math-based, and game-based CAPTCHA are the six
types of CAPTCHA that have been traditionally classified in the literature. However, we believe that this
categorization is insufficient because it excludes the newer CAPTCHA algorithms. The most extensively used
CAPTCHA systems today, for example, do not fit under this category (e.g., reCAPTCHA V2, V3, and Geetest).
Even the most recent literature reviews and evaluations use this imperfect categorization to examine and evaluate
the security of existing CAPTCHA solutions. We proposed a more comprehensive taxonomy capable of capturing
the new emergent CAPTCHA methods as a result of the disparity between the relevant literature and the real state-
of-the-art. We have proposed that recent CAPTCHA schemes may be split into 10 categories like text-based, image-
based, audio-based, video-based, game-based, slider-based, behavior-based, sensor-based, and CAPTCHAs for
liveliness detection in authentication systems.

A. Text-based CAPTCHAS
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The most common type of CAPTCHA is text-based. In these systems, a text (for example, a series of random letters
or phrases) is distorted and shown to the user as an image. Language dependence is a key shortcoming of this type
of CAPTCHA technique when words are employed. The user is next asked to enter the text that appears in the image
in order to pass the exam. The basic idea is that humans can readily understand the deformed text, while bots
utilizing OCR algorithms have a difficult time doing so.We categorized the variety of text-based CAPTCHAs
according on the varied representations of the challenge text because the interaction necessary to solve the
CAPTCHA (i.e., the input of a text) is the same in practically all text-based CAPTCHAs. As a result, three sub-
categories were identified: (1) 2D text-based, (2) 3D text-based and (3) Animated text-based. Table-1 lists all of the
text-based CAPTCHA methods that were investigated, as well as a relevant graphical representation and a thorough
explanation of the challenge.

i. 2D Text-based CAPTCHA:Andrei Broder and his colleagues at the DEC Systems Research Center created the
2D text-based CAPTCHA method in 1997. The AltaVista website employed a similar strategy to prohibit bots
attempting to affect the ranking of a group of sites on the AltaVista search engine in the same year [20].

In 2000, Von Ahn and Blum created Gimpy CAPTCHA and EZ-Gimpy [21] in conjunction with Yahoo to prevent
spammers from placing dangerous adverts in chat rooms and to ensure that free accounts were only given to actual
people.Gimpy works by taking a few words from the dictionary and misshaping, corrupting, or disfiguring them. To
gain access to the secured services, the user must pass the gimpy test. Dictionary attacks using a restricted number of
words have broken the Gimpy CAPTCHA challenge.The Gimpy CAPTCHA technique requires users to type
properly at least three out of seven words chosen at random from a dictionary. EZ-Gimpy is a condensed version of
Gimpy that displays only one random word from the dictionary. However, numerous fonts, backdrop grids, and
gradients are used to transform the word into animage. Additionally, blurring, noise, and distortion effects on letters
are used to change the image.

Monica Chew (UC Berkeley) and Henry Baird (PARC) of the Palo Alto Research Centre created the Baffle text
[22]. Words that are not part of the British vocabulary are presented to the user in this sort of CAPTCHA. These
words are converted to their image by printing out the image and scanning it back in, or by using the threshold
approach to convert the image from color to black and white and back again. This modifies the grayscale and adds
noise to the picture at random. Baffle text's goal is to reduce the tiny dictionary problem by employing nonsensical
words that a person can answer using intuition but that computer programs or bot can't.

Yahoo! debuted their second generation CAPTCHA in August 2004. Its distinguishing features include the use of a
string of characters rather than English words, the use of solely black and white hues, the use of both letters and
numerals, and the presence of linked lines and arcs as clutter.Just image warping for character distortion, having
only two colors (one for foreground and the other for background), positioning characters near to each other, and
following a curved baseline are included in CAPTCHA, which is utilized by Gmail.com [24].Chow et al. proposed
the concept of clickable CAPTCHA [23] to increase the usability of text-based CAPTCHAs. Multiple textual
CAPTCHA challenges are combined into a grid of clickable CAPTCHAS in their method (e.g., a 3x4 grid). The user
must select the grid components that correspond to the challenge's requirements. The detection of English terms
amid non-English words in the grid, for example, can be a difficult task. Such a task has linguistic ramifications.
Megaupload.com, a major website for downloading and uploading files, developed a CAPTCHA system in 2010
that was based on a new segmentation-resistant technology that differed from Microsoft, Google, or Yahoo. This
novel technique works by combining overlapping characters with the "Gestalt Perception” concept, which hides
some of the information of the characters where they intersect. According to the Gestalt Perception principle,
humans can mentally rebuild individual characters, but computer algorithms struggle with this job.

ReCAPTCHA chooses its words from old printed materials or scanned text that OCR algorithms can't read. This
method not only improves the security of the CAPTCHA but also allows human users' solutions to be utilized to
interpret the non-digital text. This CAPTCHA presents the user with two words: one with an unknown response and
another 'control' word with a known answer. If the user successfully inputs the control word, she is presumed to be
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human, and her response to the other word is regarded as accurate. A control word is created when a certain amount
of users' replies to an unknown word match.

ii. 3D Text-based CAPTCHA:3D text-based CAPTCHA schemes make use of the fact that humans can readily
detect sequences of 3D characters but computer programs or botscan't; as a result, they're a step up over 2D text-
based CAPTCHA methods.The Teabag-3D, built by the OCR Research Team to discover the flaws in 2D text-based
CAPTCHA methods and suggest a fresh and more secure CAPTCHA scheme, is one of the initial ideas. The picture
Teabag-3D is made up of a 3D design with textual characters. The scientists proved that humans could easily detect
the 3D text using the new CAPTCHA approach, but automated systems failed to do so.Super CAPTCHA [27] and
3DCAPTCHA [28], for example, are 3D text-based CAPTCHA methods based on the same assumptions and
utilized on a variety of websites. Super CAPTCHA, for example, has been accessible as a WordPress.org plug-in
since 2013.Imsamai and Phimoltares designed a new 3D CAPTCHA strategy [29] that entices automated
recognition systems by presenting a sequence of 3D alphanumeric characters and adding a variety of effects. Text
rotation, text overlapping, noise addition, scaling, font variation, special characters, and various backdrop textures
are among the effects available.

iii. Animated Text-based CAPTCHA:Text-based schemes are enhanced by the addition of a temporal dimension
in animated-CAPTCHASs. In detail, various CAPTCHA approaches animate the challenge's textual content in a brief
clip, making automated system extraction more difficult.In 2006, Fischer and Herfet proposed one of the first
animated CAPTCHA concepts [30]. The idea behind their CAPTCHA method is to project the text into a deforming
dynamic surface. Naumann et al. proposed an animated CAPTCHA in 2009 [31], based on the belief that the human
visual system likes to group moving items. As a result, the scientists devised a novel CAPTCHA technique in which
letters are placed on a noisy background. When the letters move, the users can tell the difference between the text
and the backdrop.

Cui et al. suggested an animated CAPTCHA [32] in which the user may only see the correct characters in the
animation while they move. They also created the "zero-knowledge per frame" idea, which assures that no
information is leaked in each frame of the animation to solve the CAPTCHA challenge.In 2010, the Creo Group
released HelloCAPTCHA, [33] an animated CAPTCHA that can be downloaded for free from the creators' website.
The HelloCAPTCHA challenge is made up of a series of six characters displayed in an animated GIF image. The
figures change position and orientation in certain problems, and they are not all visible at the same time in others.
The objective behind such a system is to disperse the data across numerous animation frames to avoid a single-frame
OCR attack.

Another animated CAPTCHA method is NuCaptcha [34]. The challenge comprises a movie with white text
scrolling on a dynamic background, followed by three random red characters moving across it. To solve the
CAPTCHA, the user must input the moving red characters. CAPTCHAs with the name "Dracon" are animated
visual Flash CAPTCHASs [35]. The task is recognizing five characters that are shown in fixed positions but have
been randomly changed using fade and blur effects. Random falling bars in the front or little text characters in the
background add noise to the animation.

Scheme | Year | Type | Database Sample Description
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B. Image-based CAPTCHASs:In the machine learning and the deep learning era, a huge number of textCAPTCHAS
were effectively cracked. Therefore, researchers made a decent attempt to design hard Al problems that are much
tougher than optical characterrecognition. By using the concept of object detection, target recognition, andscene
understanding image-based CAPTCHA's are used to distinguish humanand malicious bots. Most image CAPTCHAs
needn't bother with text inputs;consequently, they are appropriate to execute on various touch devices with better
convenience [36].

In 1970, Bongardfirst introduce a concept of image CAPTCHA namedBongo, which is based on visual pattern
recognition problems. Some geometric shapes are displayed equally in two blocks are placed on both the right
andleft sides of the screen. The properties of two blocks can differ in size, line thickness, etc. Next another four
shapes are displayed and the user is asked to selectthe correct suitable block from the left side or right side. The user
passes thetest if they correctly determine the side to which all four shapes belong.Chew and Tygar [37] proposed
“The naming CAPTCHA", “Distinguishing CAPTCHA" and “Anomaly CAPTCHA" which are the initial attempts
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ofimage-based CAPTCHA techniques. In these proposed methods, users are askedto find the similarity or the
dissimilarity from a set of images collected from aGoogle image search. The user needs to submit the correct label
of the imagesto pass the challenge. These schemes suffer from misspelling, mislabeling fromusers, synonym words,
and polysemy words.Baird and Bentley proposed Implicit CAPTCHA [38] in 2005, where the userhas asked to click
on the desired position or a specific word on an image.In 2007, Shirali-Shahreza proposed Collage CAPTCHA [39],
where variousobject images are merged into a single image, and the user has asked to select certain objects. Collage
CAPTCHA requires a database of labeled objectimages, which are scattered and rotated randomly on the
background image. Object segmentation and recognition based attacks are common in case of CollageCAPTCHA.
To design an image-based CAPTCHA, Rui et al. have used a complex 2Dface model which has human face
recognition abilities named ARTIFACIAL [40].A human face along with face-like noises is imposed on a cluttered
backgroundand the user has asked to search the human face and other facial feature points. ARTIFACIAL is
successfully cracked by Zhu et al. [41] with a success rate 0f18.0% and an average time of 1.47sec.Another famous
CAPTCHA named ASSIRA [42] was proposed in 2007,where the user needs to recognize and select the images of
cats and from animage grid, which contains images of cats and dogs. Instead of labeling the images, and maintaining
the database's scalability and dynamic updating, ASSIRAleverages image data from Petfinder's website. ASSIRA
employs multiple choicequestions to broaden the solution space and thus improve security. Golle et al.[16] use
image recognition technology to perform an attack on ASSIRA, whichcan distinguish cat and dog images in Asirra
by just integrating color andtextural features with a recognition rate of 10.3%.Datta et al. [43] proposed the
"IMAGINATION" system, which is an image-based CAPTCHA creation method. The goal of the CAPTCHA
system is to exploit people's imaginations by allowing them to interpret images among distortion and clutter
background. The system posed a challenge that consisted of two processes: a click and an annotation procedure. The
user has provided a composite image made up of eight tiled images during the click process. To annotate an image,
the user has to click towards the geometric center of the image. The user has presented with a selection of word
options after the selected image was distorted in a controlled manner. Next, the user has to choose the best word to
describe the deformed image. IMAGINATION is a language-dependent CAPTCHA, and Zhu et al. [41] successfully
attacked it with a success rate of 4.95 percent.

The core content of image semantics is an object's directionality. Based onthe visual direction of an object,
Gossweiler et al. [45] developed a CAPTCHA scheme named What's-Up CAPTCHA. The user has to determine the
object'sdirection in the randomly rotated test image and then use the scroll bar torotate the image object vertically.
Banday et al. [54] further enhance What's UpCAPTCHA, by adding interference noise in the image and suggests the
image-Flip CAPTCHA.SEMAGE [46] is a type of image CAPTCHA that works by matching semantic content of
the object images. The user must first comprehend the content ofeach image before locating and selecting
semantically related objects.Basso et al. [47] proposed "MosaHIP," in a mosaic-based technique of human computer
interaction, to reduce text box input and increase CAPTCHA usability. Objects are scattered randomly in different
positions of Mosaic imagesand overlaid with other image objects in "MosaHIP." The descriptive charactersmust be
dragged and dropped onto the correct image objects by the users.reCAPTCHA, introduced by Google in 2007 [48],
is a CAPTCHA technologythat allows web hosts to differentiate between humans and bots for accessing
thewebsites. It requires no text, image, audio, or video data to pass. It only takesone mouse click to tell the computer
whether there is a human on the other endof the line. It's called reCAPTCHA. A checkbox is shown to the user, and
heis instructed to simply click on it. The checkbox is a virtual checkbox, not justa regular checkbox. Google adds an
invisible text space to the form and fills itwith a one-of-a-kind value. This value serves as a check to see if the user
is abot or not. For the test, the value can be true or false. Furthermore, the latestversion of Google's No CAPTCHA
reCAPTCHA [49] increases the usability ofimage CAPTCHAS even further.

Though, developing image recognition technology [50] poses a threat to the security of an image CAPTCHA that is
based on semantic content interpretation. For example, Sivakorn et al. [51] defeated Google's version of No
CAPTCHA re-CAPTCHA using deep learning technology, which has become popular in recent years. To enhance
the security of CAPTCHA, Polakis et al. [52] developed an image selection and transformation method based on
Facebook's social authentication to generate image CAPTCHAs [53]. In this scheme, human face images, which are
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unclear, blocked, or from the back, are utilized as features to safeguard against image recognition attempts by bot
programs. Based on existing knowledge, users can recognize their friends from these avatars.

To enhance image CAPTCHA security, new complex hard Al image processing challenges must be created.
Osadchy also suggested an image-basedCAPTCHA scheme named DeepCAPTCHA [55] based on adversarial
noise, considering that deep learning technology has difficulties detecting adversarial examples. Adversarial noise
offers strong security since it can successfully defendagainst frequently used image processing attacks. As a result,
the adversarialexamples with adversarial noise are nearly identical to the original image, implying that
DeepCAPTCHA will be more usable than the current CAPTCHAwith interfering noise.

Several Captchas based on human faces have also been tested. D'Souza et al.came up with the Avatar Captcha [56],
which requires users to identify avatarfaces from a series of 12 photos that include both human and avatar faces.
These images are taken from a database of human and avatar faces, and theyare all transformed to gray-scale to
prevent bots from using the color spectrumdisparities between human and avatar images to crack the CAPTCHA.
Cheunget al. [57] use Convolution Neural Network to break Avatar CAPTCHA effectivelywith a 99% success rate.

More face-based CAPTCHA schemes like FR-CAPTCHA [58] and FaceDCAPTCHA [59] are proposed by
Goswami et al. In FR-CAPTCHA users mustdiscover matching faces from a group of face images. The face images
are blendedover a complex background followed by rotation and noises. In FaceDCAPTCHAusers must discern
between genuine human faces and animated human facesfrom a group of human face images and animated face
images. The human facepictures in FR-CAPTCHA and FaceDCAPTCHA are rotated, deformed, andblended with a
cluttered background. Gao et al. have performed an attack onFR-CAPTCHA and FaceDCAPTCHA and achieved
success rates of 23% and48% respectively.Ray et al. [60] proposed FP-CAPTCHA (Face Point Captcha), which
requiresusers to click on human face points such as the eye, nose, and mouth. A cluttered background is used to
embed a group of eight real and fake face images,with adequate noises and patterns. The Captcha challenge will be
solved if theusers click on the proper face points (up to a specific tolerance level), otherwisediscarded and a new
CAPTCHA challenge will be generated.

In 2017, Zhang et al. proposed CONSCHEME [61], where users are askedto count the number of cubes in order to
pass the Captcha challenge. It is aninteractive three-dimensional Captcha system that consists of a large number

of cubes stacked in a three-dimensional space with the same stickers on thewalls, ceiling, and floor. Zhang et al. also
proposed DeRection [61] scheme, wherevisitors are requested to discover all the warped and distorted regions from
aparticular GIF image. Users can also request that the frame or image be changedas needed.In 2018, Bera et al.
proposed a novel image-based CAPTCHA technique named HandCAPTCHA [62]. This CAPTCHA verification
technique is based on hand pictures of humans. It allows a person to answer a CAPTCHA based on various images
of hands that are automatically generated using a randomized combination of two actual and other fake hand photos.
It also determines if the user is a human or a bot. Further, Bera et al. have improved HandCAPTCHA technique by a
two-stage verification scheme [63]. The scheme performs human verification in two phases. Stage-1 determines
whether a human or bot solves an IHCAPTCHA. If the responder is a human, then stage-2 recognizes the real hand
of a person who claims to have a valid identity using geometric features of the four fingers, except the thumb.

Tang et al. proposed SACaptcha [64] which is based on the neural styletransfer technique. SACaptcha displays a
synthetic image with a resolution 0f560 x 320 pixels, in which some sections of varying shapes are transferred
usinga variety of styles. It instructs users to click foreground style-transferred regionsin accordance with a brief
explanation that specifies which shapes should beselected.Cheng et al. [65] proposed two CAPTCHA schemes
named Grid-CAPTCHAand Font-CAPTCHA, based on neural style transfer techniques. The procedureinvestigates
an upright design concept for an image-based CAPTCHA that canimprove its security by matching the text
description. In Grid-CAPTCHA, usersare asked to select one among nine stylized images to match a short scene
description. Also, the CAPTCHA scheme uses the same style to transfer all theirimages to stylized images. Font-
CAPTCHA uses neural style transfer to embedChinese characters in an image and asks users to click the Chinese
characters inthe correct order according to the description.To exploit the basic weaknesses of current Deep
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Convolutional Network Chenet al. proposed a new CAPTCHA system named StyleCAPTCHA [66]. It
employsneural style transfer (NST) to blend human face images with reference styleimages. Each face image has
painted with a style image to produce stylized faceimage. In each CAPTCHA task, the user must classify ten
stylized images intoone of two categories: human face or animal face.

Type Scheme Year Sample Description

Click on a

particular

point on an
image.

Click | Implicit CAPTCHA[38] | 2005

Click on a
particular
face-point on
human face.

Click FP-CAPTCHA [60] 2019

Please click the circle heart and pentagram
regions with different styles

E —— ; - Clickon a

particular
shape in an
image.

Click SACAPTCHA [64] 2018 -

Click on the
2017 - — = squares in
- junction.

Selection CONSCHEME [61]
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DeRection [61]
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I11. VARIOUS ATTACKS ON CAPTCHA SCHEMES

The objective of CAPTCHA schemes is mainly to distinguish between human and computer systems. Instead, the
attacker's objective is to break the CAPTCHA scheme, that is, to solve the presented challenge using an automated
system while still being identified as a human. Pre-processing, segmentation, and recognition are the three phases in
the typical process of overcoming classic CAPTCHAs. Before the segmentation and recognition phases, pre-
processing techniques (such as picture binarization, image thinning, and noise reduction) are typically employed to
remove background patterns, separate the foreground from the background, and eliminate noise [67].

In certain circumstances, extraction techniques such as PixelDelay Map (PDM), Catching Line, and Frame Selection
are utilized before pre-processing. To aid recognition, segmentation algorithms are employed to separate the
CAPTCHA picture into segments that include specific items. Vertical histogram, color-filling, snake segmentation,
and JSEG are all well-known approaches for hacking CAPTCHAs [67]. In recent years, the scientific community
has spent a lot of work on overcoming the various CAPTCHAs. To accomplish so, the attackers might employ a
variety of methods, which are listed below.

1. Object Recognition Attacks:Object recognition, pixel count, dictionary, and database attacks are examples
of this kind of attack. Pattern matching (e.g., shape context matching [68], correlation algorithm [69]), OCR
recognition, Scale-Invariant Feature Transform (SIFT), and, more recently, deep learning is all prevalent
approaches for object recognition. CNN, RNN, and LSTM-RNN are the most often utilized deep learning
models for CAPTCHA recognition [70, 71, 72].
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2. Random Guess Attacks:Attackers attempt to bypass the CAPTCHA method by guessing the right answer
in this sort of attack. As a result, CAPTCHAs with a limited number of challenges are susceptible to this
technique.

3. Human Solver Relay Attacks:The bot sends the CAPTCHA challenges to a distant human who, in
exchange for a modest fee, solves the CAPTCHAs. The human completes the tests and submits the
appropriate replies to the bot, which may then solve the CAPTCHA.

A. Attacks on Text CAPTCHA:Several researchers have proposed strategies for breaking the various types of text-
based CAPTCHAs. Mori and Malik proposed a technique [68] based on shape context matching in 2003 that
successfully broke both Gimpy and EZ-Gimpy CAPTCHAs [21] with 33% and 92% accuracy, respectively. Moy
and Jones [69] used a correlation algorithm and a direct distortion estimation technique to break EZ-Gimpy with a
success rate of 99 percent. Yan and El Ahmad demonstrated in 2008 that some segmentation-resistant CAPTCHAS,
such as those used by Microsoft, Google, and Yahoo, [73, 24] could be cracked. Later, other researchers like Gao et
al. [75] attempted to attack these CAPTCHA techniques, and their success rates were greater. With a success rate of
78%, EI Ahmad and Yan [76] were able to crack Megaupload-CAPTCHA. Google researchers used neural networks
to break the toughest category of ReCAPTCHA in 2014, with an accuracy of 99.8% [8]. Even without using OCR
systems, Nguyen et al. [93] developed a set of methods against 3D CAPTCHAs. They were able to extract a
collection of pixels from the characters of nhumerous 3D CAPTCHA systems (such as Teabag 3D, 3dcaptcha, and
Super CAPTCHA) that may be utilized for automated challenge recognition. The authors were successful in
breaching Teabag 3D, 3dcaptcha, and Super CAPTCHA with success rates of 31%, 58 percent, and 27%,
respectively. Furthermore, using the side surface information included in the 3D text objects, Nguyen et al. [78]
were able to crack Teabag 3D with a greater success rate, 76%. Nguyen et al. [79] demonstrated that the information
over several animation frames in animated CAPTCHA schemes may be easily retrieved using basic approaches such
as the PDM (Pixel Delay Map) or CL (Catching Line) methods. They successfully defeated various animated
CAPTCHAs, including iCAPTCHA, Atlantis, KillBot Professional, and Dracon CAPTCHA, using these tactics.
Due to their vulnerability against segmentation attacks, the same approaches have been used to overcome several
types of HelloCAPTCHA systems with a success rate ranging from 16% to 100% [77]. NuCaptcha, unlike
HelloCAPTCHA, is an animated CAPTCHA that is segmentation resistant. The PDM and CL approach used to
bypass HelloCAPTCHA are ineffective in separating the characters since they are overlapping and packed together.
NuCaptcha, on the other hand, has been cracked using more advanced methods [80, 81].

B. Attacks on Image CAPTCHA:Several techniques have been proposed in the literature to bypass various types
of image-based CAPTCHAs. With a success rate of 10.3%, Golle [23] was able to discern the Asirra scheme. To
accomplish so, he employed a variety of variables to train an SVM (Support Vector Machine) classifier that
correctly identified cats and dogs with an accuracy of 82.7% (i.e., accuracy for a single image). With a 92% success
rate, Hernandez-Castro et al. [10] developed a side-channel approach that evaded the Human Authentication barrier.
With success rates of 70.78% and 83.5%, Sivakorn et al. [82] have effectively attacked both Google and Facebook
image-based CAPTCHA. Zhao et al. [83] cracked both the new and old versions of reCAPTCHA V2 with success
rates of 79% and 88% respectively. They also cracked the Facebook picture CAPTCHA and the China Railway
CAPTCHA, with success rates of 86% and 90%, respectively. Cheung et al. [84] used Convolutional Neural
Networks (CNN) to effectively break Avatar CAPTCHA, with a success rate of 99%. With success rates of 23% and
48%, Gao et al. [85] cracked both FR-CAPTCHA and Face-DCAPTCHA.

Andrews et al. [86] exploited the idea of Sobel operators and the length of the image's edges to break the Minteye
CAPTCHA technique. The concept behind this approach is based on the fact that when a picture is twisted more, the
image's edges get longer. As a result, the breaking techniques entail adding the lengths of the image's edges and then
selecting the image with the smallest total of edges as the correct solution. Zhao et al. [83] cracked several image-
based CAPTCHA methods, including the Tencent CAPTCHA. In particular, even throughout the motion of the
sliding puzzle to the target place, their idea was 100% successful. Hernandez et al. presented a low-cost technique
that employs JPEG to evaluate image continuity rather than attempting to tackle image recognition or form
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recognition difficulties. They were able to overcome the most popular sliding-based CAPTCHAS using this side-
channel technique. They were able to overcome Capy CAPTCHA with a 65.1% success rate, and they were also
able to crack KeyCAPTCHA and Garb CAPTCHA with success rates of 20% and 98.1%, respectively, with
minimal adjustments. Conti et al. [87] found out that Gao's Jigsaw CAPTCHA [88] is subject to relay and random
guess attacks, with a 6.66% success rate. Lin et al. [89] cracked Drawing CAPTCHA with a 75% accuracy rate.
Based on their observations of the difference in size between the diamond-shaped dots and the dots utilized in the
background as noise, they presented an effective erosion-based breaking method.

IV. OPEN ISSUES, CHALLENGES, AND OPPORTUNITIES

In this research, we have identified the unresolved difficulties in building robust and useful CAPTCHA schemes, as
well as the major obstacles that a CAPTCHA designer may face for research prospects.When the automated attack
success rate is less than 0.01% and the scheme is resistant to human solver relay attacks, then the CAPTCHA is
considered highly secure [60, 90, 84]. Unfortunately, most research on CAPTCHA scheme design in the literature
focus solely on automated attacks, with just a few taking into account the susceptibility against human solver relay
attacks.As a result, it's critical to shift away from schemes based on hard Al problems and toward other techniques
that are less sensitive to learning-based attacks [91] while designing the next generation of CAPTCHA schemes. Big
firms like Google, Alibaba, and Tencent have recently shifted to behavior-based CAPTCHA schemes, and a startup
named Brave is working on implementing a sensor-based CAPTCHA scheme that employs the same core principle
as Invisible CAPTCHA [92].

CAPTCHA methods are well-known for causing consumers aggravation. This is because, in most cases, designers
attempting to make the system more secure also make the issue more difficult for humans. It's critical to lessen
overall stiffness as well as the cognitive overload caused by the CAPTCHA challenges. However, creating user-
friendly CAPTCHAs is not always simple, and there is often a trade-off between security and usability. Some
CAPTCHA solutions, such as invisible reCAPTCHA and invisible CAPTCHA, provide perfect transparency to
users, removing all cognitive hurdles.

Based on the foregoing observations, we have highlighted the following unresolved issues that need to be
investigated further in order to create robust and useful CAPTCHA schemes: It is essential to analyze (1) the
resilience of currently unbroken behavior-based CAPTCHAS against fourth-generation bots; (2) the security strength
must be increased for the CAPTCHA schemes against replay attacks and human solver relay attacks; and (3) the
security of CAPTCHA schemes that perform validation at the client-side, either with or without secure hardware,
asthey are vulnerable to hacking.

V. CONCLUSION

As a technique for preventing web bots and scripts from impersonating human activities, the CAPTCHA has a
variety of uses, including safeguarding online voting, Ecommerce, and sign up/login. CAPTCHASs come in a variety
of forms, including text-based and image-based, and may be used in a variety of scenarios. Apart from the inherent
difficulties in establishing and securing CAPTCHAs, usability and accessibility concerns are key roadblocks to their
adoption. Several solutions have been offered to address these major issues that might jeopardise the effectiveness of
CAPTCHAs. Even though present options are functional and valuable, some of them have issues owing to increased
implementation costs. Furthermore, in certain circumstances, usability and accessibility issues with these
alternatives have remained unaddressed. Overall, a hybrid protection strategy, including CAPTCHA and its variants,
is assessed wherever necessary to acquire better security. In order to address the aforementioned concerns, this
article examines text-based and image-based CAPTCHAS, as well as alternate solutions, advancements, and issues
are assessed using a set of criteria. The major goal of this article is to give a reference point for future research on
existing studies and trends.
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